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Abstract: In this report, we present the development and implementation of a Real-Time Credit 

Card Fraud Detection System using machine learning techniques. The exponential growth of 

electronic transactions demands robust and instantaneous fraud detection mechanisms. The main 

aim of the project was to construct a highly scalable and accurate system for real-time classification 

of transactions as legit or fraudulent. The methodology We had a very imbalanced transaction 

dataset. We did feature engineering to extract contextual variables like transaction history, a custom 

risk score. To tackle the class imbalance problem, ADASYN oversampling technique was applied. 

We chose the Light Gradient Boosting Machine (LGBM) model as it performed best for binary 

classification problems in both speed and accuracy. The model was then trained and deployed using 

a FastAPI web service with a PostgreSQL database for prediction logging and Redis caching to 

enhance performance and latency in production. The validation results showed high Recall and F1-

scores, indicating that the system is effective in detecting fraudulent activities with low false 

negatives. -scores which proved that the system is capable of detecting fraudulent activities with 

low false negatives.  

Keywords: Credit Card Fraud Detection, Machine Learning, Light Gradient Boosting Machine 

(LGBM), ADASYN Oversampling, Feature Engineering, FastAPI Web Service. 

1. Introduction 

Electronic payment systems are now an integral part of everyday life in the modern 

digital economy, enabling millions of financial transactions to be completed 

instantaneously throughout the world [58]. The rapid growth of online banking, mobile 

payment apps, e-commerce sites, contactless payment options and digital wallets has 

changed the way individuals and institutions complete financial transactions. While 

technological advancements have brought about increased convenience, efficiency and 

accessibility, they have also opened up new opportunities for cybercriminals to exploit 

vulnerabilities in digital payment ecosystems [44]. Credit card fraud is one of the most 

challenging and financially damaging forms of financial cybercrime faced by financial 

institutions, merchants, payment processors and consumers around the world. With 

electronic transactions growing exponentially every year, traditional fraud prevention 
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methods are no longer sufficient to cope with increasingly sophisticated fraudulent 

activities [72]. This has resulted in an increasing demand for smart automated real-time 

fraud detection systems that can accurately detect suspicious transactions with minimal 

processing delays. 

Financial institutions process millions of transactions each day, each containing 

valuable information such as customer behaviour, spending habits, location of the 

transaction, amount of the purchase, merchant category, and temporal patterns. Hidden 

within these large datasets are subtle relationships and behavioural anomalies that are 

often markers of fraudulent activity [52]. The volume of transactions and the short time 

available to verify each payment prior to authorisation make it impossible to detect these 

anomalies manually. Traditional rule-based fraud detection systems rely on predefined 

thresholds and rules, designed by experts, like flagging unusually large purchases or 

transactions in geographically distant locations within a short time interval [64]. These 

systems offer a baseline of protection but are not very effective at detecting evolving fraud 

strategies and previously unseen attack patterns. Fraudsters are constantly changing their 

modus operandi in order to bypass static detection rules, therefore adaptive and intelligent 

detection mechanisms are needed to preserve the financial security [71].  

Machine learning has become one of the most powerful technologies to solve this 

problem, because it allows computer systems to learn complex patterns directly from 

historical transaction data without the need to explicitly program every case of fraud [48]. 

Machine learning algorithms find statistical relationships between many transaction 

attributes, and improve their predictive ability by training on large datasets rather than 

using rules that are manually designed. Fraud detection is particularly well suited to 

supervised learning techniques that leverage prior labelled transactions to differentiate 

between legitimate financial behaviour and fraudulent activity [76]. The models can 

analyse hundreds of characteristics of each transaction at the same time, detecting subtle 

combinations of variables that a human analyst might not notice [57]. Thus, fraud detection 

systems based on machine learning can detect both known and unknown fraud patterns, 

while significantly reducing false alarms in contrast to traditional methods. 

While machine learning offers many significant benefits, creating a successful fraud 

detection system poses several technical challenges [70]. Another big challenge is the large 

imbalance in the transaction datasets. In real-world financial systems, the vast majority of 

transactions are legitimate, and fraudulent transactions are typically less than one percent 

of all transactions recorded [51]. This imbalance means many traditional classification 

algorithms are biased toward predicting every transaction as legitimate because this 

results in very high overall accuracy. However, such models are not useful for practical 

fraud detection, because they do not identify the rare fraudulent cases that lead to large 

financial losses. Therefore, evaluation metrics such as Recall, Precision, F1-score and Area 

Under the Receiver Operating Characteristic Curve (AUC-ROC) are much more 

meaningful than overall accuracy in measuring fraud detection performance [63]. Recall is 

especially important among these metrics as it indicates the model’s ability to detect real 

fraudulent transactions, thus reducing costly false negatives. 

The handling of class imbalance requires the application of specific preprocessing 

techniques that can generate balanced training data while preserving the meaningful 

relationships in the original dataset [73]. More sophisticated oversampling methods, such 

as Adaptive Synthetic Sampling (ADASYN), generate synthetic samples of the minority 

class based on the local distribution of fraudulent observations [43]. Unlike traditional 

random oversampling, which merely replicates existing minority instances, ADASYN 

aims to create synthetic examples in regions where fraud detection is more difficult. The 

adaptivity of the approach allows the machine learning algorithms to learn more 

discriminative decision boundaries, and thus, improves the effectiveness of detecting 

fraudulent transactions while keeping false positive rates at a reasonable level [55]. The 
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use of such advanced pre-processing techniques greatly improves the robustness and 

reliability of fraud detection models deployed in real-world financial environments. 

Another key aspect of fraud detection is effective feature engineering. The raw 

transaction data may not be sufficient in capturing the behavioural characteristics for 

accurate fraud prediction [47]. Therefore, it is possible to extract more contextual features 

to enrich the information that the machine learning model has access to. Examples include 

transaction frequency over time windows, average transaction amounts, customer 

spending trends, historical fraud occurrence, merchant risk levels, geographic movement 

patterns, account age, transaction velocity, and custom risk scores derived from multiple 

behavioural indicators [69]. These engineered features offer important insights into 

customer behaviour and allow the classification algorithm to better differentiate between 

normal purchasing patterns and suspicious activities [59]. Therefore, feature engineering 

is very important for improving the model accuracy and overall predictive performance. 

Selecting appropriate machine learning algorithm is as important for high-

performance fraud detection [65]. Among the various ensemble learning methods, the 

Light Gradient Boosting Machine (LightGBM) is widely recognised for its high efficiency, 

scalability, and predictive power [74]. LightGBM implements gradient boosting decision 

trees with histogram-based learning and leaf-wise tree growth strategies that significantly 

reduce the computational complexity and training time. LightGBM uses less memory than 

many traditional machine learning algorithms, supports parallel learning, handles high-

dimensional datasets efficiently and provides better predictive performance on structured 

tabular data [53]. These characteristics make it especially suited for financial fraud 

detection applications where fast model training and low-latency inference are required. 

The goal of this project is to create an efficient Real-Time Credit Card Fraud 

Detection System that is capable of detecting fraudulent transactions while fulfilling the 

high-performance needs of modern financial systems [50]. The project goes beyond 

predictive modelling and encompasses the full machine learning lifecycle including data 

preprocessing, feature engineering, addressing the class imbalance problem, model 

training and evaluation, as well as model deployment and monitoring in production [62]. 

The architecture of the developed solution has been designed to be production-ready, 

scalable, reliable and efficient under realistic operational conditions [77]. 

The system uses a very imbalanced credit card transaction dataset with historical 

financial records labelled as either fraudulent or legitimate [60]. Extensive data 

preprocessing procedures are applied to improve the quality of data and the meaningful 

behavioural features are derived which capture customer transaction history and 

contextual risk information. The ADASYN oversampling is then used to balance the 

training dataset to enhance the ability of the classifier in identifying the minority-class 

fraud cases [45]. The processed data is then used for training a LightGBM based binary 

classification model optimised for maximum Recall with high Precision and F1-score. 

Hyperparameter optimisation and cross-validation techniques improve generalisation 

performance and reduce overfitting, so that the trained model performs consistently on 

transactions that have not been seen before. 

The trained model is then integrated into a FastAPI web application to allow for real-

time deployment through RESTful endpoints that can accept transaction requests and 

provide fraud predictions in a matter of milliseconds [67]. FastAPI provides asynchronous 

request handling, automatic API documentation, and great runtime performance. This 

makes it a perfect framework for production machine learning services [54]. Every 

prediction request is processed efficiently and logged into a PostgreSQL relational 

database for purposes of transaction auditing, historical analysis, compliance reporting 

and continuous model monitoring [78]. Redis is also embedded as an in-memory caching 

layer to prevent redundant calculations, lower database access latency, and enhance the 

overall responsiveness of the system during heavy transaction load [66]. This architecture 



 133 
 

  
Central Asian Journal of Mathematical Theory and Computer Sciences 2026, 7(3), 130-147.     https://cajmtcs.centralasianstudies.org/index.php/CAJMTCS 

demonstrates how modern machine learning based models can be successfully integrated 

into scalable cloud-ready applications that can support high volume financial transaction 

processing. 

The main challenge this project aims to solve is to develop a robust fraud detection 

system that can operate in highly imbalanced data situations, while still satisfying rigorous 

real-time performance requirements. Fraud detection systems have to identify suspicious 

transactions before approving payments, so they have fractions of a second to make a 

prediction [49]. “If fraudulent transactions are not detected, it may lead to significant 

financial losses, regulatory penalties, customer dissatisfaction, and reputational harm. On 

the other hand, the false positive errors of valid transactions as fraudulent are a nuisance 

to customers, and can reduce the confidence in digital payment services [56]. Thus, the 

proposed system aims to efficiently balance the increased ability to detect fraud with the 

reduction of unnecessary interruptions to transactions. 

The motivation for undertaking this project is not only academic learning but also, 

evidence of the increasing importance of cyber security in the modern financial systems 

[61]. Fraud schemes are becoming increasingly sophisticated, exploiting weaknesses in 

current payment infrastructures, and financial institutions are losing billions of dollars 

each year as a result. Intelligent systems for fraud detection directly contribute to the 

reduction of the losses and the building of consumer trust in digital financial services [68]. 

This project also offers valuable hands-on experience in implementing advanced machine 

learning algorithms, software engineering principles, API development, database 

integration, caching mechanisms, and production deployment strategies all in one end-to-

end solution [75]. The system developed demonstrates how artificial intelligence can be 

effectively combined with scalable software architecture to build robust, efficient and 

reliable fraud detection platforms to tackle real-world financial security challenges [46]. 

This work concludes that the combination of feature engineering, adaptive data balancing 

techniques, LightGBM classification, FastAPI deployment, PostgreSQL logging, and Redis 

caching provides a complete and production-ready fraud detection framework that 

balances predictive accuracy with operational efficiency, making it a good fit for 

deployment in current digital payment environments where speed, scalability, and 

reliability are critical. 

Review of Literature 

The development of digital payment systems has significantly transformed the 

international financial environment by providing customers with the ability to make safe 

and easy transactions using online banking, mobile applications, credit cards, and digital 

wallets. However, the growing use of electronic transactions has also led to a 

corresponding rise in fraudulent activities, resulting in significant financial losses for 

banks, merchants and consumers [8]. Therefore, fraud detection has become one of the 

most important research and development areas in financial technology. Existing fraud 

detection systems have been developed over decades, starting with simple rule-based 

mechanisms and gradually incorporating statistical methods and machine learning 

algorithms [15]. However, despite these developments, many traditional systems are 

subject to several limitations that reduce their effectiveness in identifying sophisticated 

fraud patterns [33]. A good motivation for the development of a modern real-time fraud 

detection system, which should be able to provide high predictive accuracy with low 

processing latency, is these shortcomings. 

Until recently, financial institutions tended to use mostly rule-based fraud detection 

systems [19]. These systems work by applying pre-set business rules based on expert 

knowledge and historical fraud trends. Common rules include flagging transactions above 

a certain amount, flagging multiple transactions in a short time period, flagging 

transactions from unusual geographic locations and monitoring repeated failed payment 

attempts [5]. These methods are relatively simple to implement and understand, but are 
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not very adaptable as they are completely dependent on manually constructed rules. The 

methods of attack continue to change constantly, making it ever more difficult to keep 

these systems running against fraudsters. Security analysts must constantly review 

transaction patterns, update detection rules and introduce new conditions to cater for 

emerging fraud techniques. This ongoing maintenance adds to operating costs and still 

does not guarantee full fraud detection. 

Rule-based systems typically cannot detect new patterns of fraud [40]. As the rules 

are explicitly clarified, any transaction that does not breach the existing conditions will be 

treated as legitimate by default, regardless of any suspicious behavioural features. 

Contemporary financial fraud frequently manifests itself as subtle behavioural deviations, 

rather than obvious breaches of pre-established boundaries [12]. Fraud transactions are 

intentionally designed to look like legitimate customer activity, making it difficult to 

identify them using static rules. Consequently, many such frauds are discovered only after 

they have done significant financial damage [29]. This limitation suggests a need for 

intelligent systems that can learn complex behavioural relationships from historical 

transaction data, rather than just manually defined conditions. 

Another major limitation of traditional fraud detection systems is the use of batch 

processing methods [27]. In the past, banking systems would gather transaction data for 

hours before analysing it for fraud. However, this approach reduced the computational 

requirement during transaction processing at the cost of significant delays in detecting 

fraudulent activities. In today's financial landscape, where electronic payments happen in 

seconds, delayed fraud detection is not an option [14]. If fraud is found through batch 

processing, the fraudulent transactions have already taken place and the stolen money is 

much more difficult to recover. Moreover, late detection diminishes customer confidence 

and increases the operational costs of fraud investigation and dispute resolution [34]. This 

requires real-time decision making in modern fraud detection systems. 

Many legacy fraud detection platforms also suffer from performance limitations due 

to their technical infrastructure [18]. Previous systems were generally installed on general 

purpose hardware setups with less processing power than today's server architectures. 

Such systems were generally built around conventional processors, limited memory 

capacity, and operating systems that were intended primarily for general business 

applications, not high-performance analytical tasks [4]. While these platforms might 

provide enough reliability for routine transaction processing, they were often not capable 

of running computationally intensive algorithms for fraud detection under tight response 

time constraints [41]. As the volume of electronic transactions increased dramatically over 

time these infrastructure limitations became increasingly apparent, decreasing the 

scalability and responsiveness of existing fraud detection solutions. 

Many traditional software architectures were built as monolithic applications, where 

all system components ran within a single execution environment [39]. These architectures 

often used sequential processing techniques that could not efficiently take advantage of 

multi-core processors or distributed computing resources [11]. As transaction volumes 

grew, these applications began to experience serious performance bottlenecks, as each 

transaction had to be evaluated sequentially against a host of predefined rules [20]. This 

inability to efficiently distribute computational workloads led to longer processing times 

and lower throughput, making it difficult for financial institutions to meet the increased 

demand for real-time fraud prevention. 

The machine learning evolution has offered more advanced analytical methods for 

fraud detection [37]. But many early implementations suffered from a number of practical 

limitations. At first, machine learning models usually employed algorithms like logistic 

regression, decision trees, support vector machines or random forests and not much 

optimisation was done for real-time implementation [6]. While these algorithms showed 

improved predictive abilities compared with rule-based approaches, they often required 
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considerable computational resources during training and prediction [24]. In 

environments where large volumes of transactions are processed, longer inference times 

translated directly into longer authorisation delays, which lowered customer satisfaction 

and restricted the practical deployment of such models in production financial systems. 

One of the challenges with early implementations of machine learning was the 

highly imbalanced nature of fraud datasets [35]. "Because fraudulent transactions are only 

a tiny percentage of total financial transactions, traditional classification algorithms are 

inherently biased towards predicting the majority legitimate class [3]. As a result, these 

models often had high overall accuracy, but missed a significant percentage of the actual 

fraudulent transactions. In practice, such behaviour is unacceptable in financial 

applications as failing to detect fraudulent activities may lead to serious financial and 

reputational damages [26]. Most of the earlier systems did not use sophisticated techniques 

to control class imbalance and had poor Recall values and high false negative rates. 

Feature engineering, in many traditional fraud detection systems, was also relatively 

restricted [16]. Prior implementations have largely depended on the use of raw transaction 

features such as transaction amount, merchant identifier, transaction location and 

timestamp without deriving more behavioural information from historical customer 

activities. Therefore, the input features available often did not capture meaningful 

behavioural patterns that distinguish legitimate customer spending habits from fraudulent 

activities [7]. Contextual information is now increasingly used in fraud detection; for 

example transaction velocity, customer spending frequency, average purchase values, 

geographical movement patterns, historical account behaviour and customised risk 

indicators [30]. Without these engineered features, earlier systems could not tap into the 

full predictive power of the transaction data that was available. 

A further major weakness of traditional fraud detection environments were the 

deployment methods [23]. Many earlier machine learning systems were stand-alone 

analytical programs that had to be invoked manually or periodically in batch mode rather 

than being continuously available prediction services [10]. This architecture did not 

support integration into modern banking applications with instant responses to 

predictions through standardised web interfaces [38]. And often, previous deployment 

strategies did not have automated monitoring features, making it hard to continually 

assess model performance after deployment or to spot gradual declines in prediction 

accuracy from evolving fraud patterns. 

Most legacy fraud detection systems also had limitations in data persistence and 

performance optimisation [21]. Transaction logs were frequently stored in basic file 

systems or old-style relational databases, without the benefit of optimised indexing or 

efficient query capabilities. Although these approaches supported the historical record 

keeping they were often inadequate to support real-time analytics or rapid auditing 

requirements [1]. Furthermore, many systems did not employ dedicated in-memory 

caching technologies that could reduce the repeated access to the database and accelerate 

the prediction responses. With the growth in volume of transactions, repeated disc 

operations caused unnecessary latencies that reduced system responsiveness and the 

overall efficiency of operations [36]. 

Today’s financial systems require infrastructure that can handle millions of 

concurrent transaction requests with response times measured in milliseconds. Traditional 

architectures were not typically designed to scale horizontally . This meant that it was 

difficult to scale fast growing workloads without significant hardware upgrades [13]. The 

lack of efficient asynchronous processing, intelligent caching mechanisms and lightweight 

application frameworks further limited the scalability of existing fraud detection platforms 

[17]. This led many organisations to face rising infrastructure costs, yet still failed to meet 

challenging performance objectives. 
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The limitations of current fraud detection systems highlight the need for a more 

intelligent, scalable and production-ready solution [31]. The proposed Real-Time Credit 

Card Fraud Detection System addresses these limitations through the use of state-of-the-

art machine learning methods, optimised software architecture, and modern deployment 

technologies [25]. The proposed system instead relies on Light Gradient Boosting Machine 

(LightGBM), an advanced gradient boosting algorithm designed for high-performance 

classification tasks on structured data, instead of relying on just manually defined rules. 

LightGBM provides substantially faster training and prediction speed with higher 

classification accuracy, which makes it a good fit for real-time fraud detection applications 

[42]. 

In the data preprocessing, the proposed system applies the Adaptive Synthetic 

Sampling (ADASYN) technique to overcome the challenges of highly imbalanced 

transaction data [9]. ADASYN generates synthetic samples of fraud in the difficult-to-

classify regions, so that the model can learn better boundaries, which improves the model’s 

ability to identify fraudulent transactions significantly. This approach overcomes one of 

the major drawbacks of previous systems, achieving high Recall with a balanced trade-off 

between Precision and F1-score [28]. 

 

 

Figure 1. Block Diagram. 

 

Another aspect that differentiates the proposed solution from the traditional 

implementations is the deployment architecture [22]. The trained ML model is deployed 

using the FastAPI framework which provides lightweight, asynchronous and high-

performance RESTful web services to process prediction requests with low latency. The 

centralised database to securely store transaction records, prediction outcomes, and 

auditing information is PostgreSQL, which provides a way for comprehensive monitoring 

and future model improvement [2]. To accelerate repeated data access, lighten the 

database workload, and provide a stable response time even under the heavy transaction 

load, an in-memory cache system Redis is integrated. These technologies create a scalable 

production environment that can support modern financial applications where speed, 

reliability, security and continuous availability are critical [32]. The proposed system 

effectively tackles the shortcomings of traditional fraud detection systems by integrating 

intelligent feature engineering, advanced imbalance handling, efficient machine learning 

algorithms, optimised deployment architecture, database persistence, and high-speed 

caching, presenting an effective framework for accurate, low-latency, real-time credit card 

fraud detection in today’s digital payment ecosystems. 

 



 137 
 

  
Central Asian Journal of Mathematical Theory and Computer Sciences 2026, 7(3), 130-147.     https://cajmtcs.centralasianstudies.org/index.php/CAJMTCS 

2. Materials and Methods 

The proposed methodology adheres to a structured and systematic machine learning 

pipeline to ensure the reproducibility, robustness, and high predictive performance over 

the fraud detection. The development starts with the collection of a historical dataset of 

credit card transactions [82]. The dataset contains legitimate and fraudulent transaction 

records. The raw financial data is usually noisy and contains limited predictive 

information. Hence, a lot of data preprocessing and feature engineering is done before 

training the model [101]. Transaction attributes of interest are cleaned, transformed and 

arranged in a format suitable for machine learning analysis. These additional contextual 

features include customer transaction history, transaction frequency, cumulative spending 

behaviour, custom risk scores, etc. and are generated to enhance the ability of the model 

to discriminate between legitimate and fraudulent activities [93]. Feature scaling 

techniques are used to standardise numerical features to ensure that the variables with 

different ranges contribute equally during model training and avoid bias towards the 

features with larger numerical values. The resulting dataset is then split into training and 

testing subsets while preserving the original distribution of fraud and non-fraud 

transactions. 

A major challenge in fraud detection is the severe class imbalance in real-world 

financial datasets where fraudulent transactions are a very small proportion of the total 

number of transactions. Training ML models directly on such imbalanced data leads to a 

classifier biased toward the majority class, resulting in poor fraud detection performance, 

even though the overall accuracy is high [81]. To address this limitation, the Adaptive 

Synthetic Sampling (ADASYN) technique is used only on the training dataset. ADASYN 

intelligently creates synthetic samples of the minority class according to the distribution of 

the difficult-to-learn fraudulent cases. Unlike traditional oversampling methods that 

merely duplicate existing minority samples, ADASYN attempts to create new synthetic 

samples at the regions where the classifier needs more learning support [92]. This adaptive 

sampling strategy allows the model to learn better decision boundaries between 

fraudulent and legitimate transactions. It greatly improves the recall and decreases the 

false negative rate [103]. This means that the trained classifier becomes better at spotting 

transactions that are fraudulent, without too much false positives. 

The prepared dataset is then used to train the Light Gradient Boosting Machine 

(LightGBM) model after data preprocessing and imbalance correction [100]. LightGBM is 

chosen due to its superior computational efficiency, scalability, and prediction 

performance on structured tabular data. LightGBM is a gradient boosting framework 

based on decision trees . It employs histogram-based learning and leaf-wise tree growth to 

enable faster training and lower memory consumption compared to many traditional 

ensemble learning algorithms [87]. The model is trained on the ADASYN-generated 

balanced dataset and can learn meaningful relationships between engineered features of 

transactions and the fraud labels. Hyperparameter tuning aims to optimise the most 

important parameters of the model such as the number of boosting iterations, learning 

rate, maximum tree depth, feature fraction, and minimum child samples. The key focus in 

fraud detection applications is to minimise false negatives [105]. Therefore, the model 

evaluation is mainly based on Recall, Precision, F1-score and Receiver Operating 

Characteristic, rather than on overall accuracy [94]. Cross validation techniques are used 

during training to improve generalisation performance and reduce the chance of 

overfitting so that the final model performs consistently on previously unseen transaction 

data. 

After a satisfactory model performance has been achieved, the trained LightGBM 

classifier is serialised and saved as a persistent model file for deployment in the production 

environment. Such a trained model with persistence does not need to re-train when the 

application restarts [80]. This greatly reduces the computational overhead and allows 
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immediate prediction. The serialisation methods store the trained model parameters and 

the preprocessing pipeline, so that the incoming transaction data can be processed 

consistently during the inference [104]. The saved model file is the main prediction engine 

used by the deployment framework and can be easily updated when a new trained version 

is available [91]. This provides an efficient model versioning approach, simplifying 

deployment and enabling continuous improvement through future retraining without 

affecting production services. 

The deployment methodology has been designed to meet the demanding 

requirements of modern financial applications such as high availability, low response 

latency, scalability and operational reliability [102]. The deployed solution is built on the 

FastAPI framework as the core application server because of its lightweight architecture, 

asynchronous request handling features and excellent runtime performance. FastAPI 

provides a performant platform to serve ML models as RESTful web services that can 

respond to prediction requests in milliseconds [88]. During the application initialisation, 

the FastAPI service sets up all required resources, which includes loading configuration 

parameters, creating database connections, initialising caching services, and registering 

application endpoints. The implementation of pydantic data models provides strict 

request and response schemas to ensure full validation of incoming transaction 

information prior to prediction processing [98]. This validation mechanism ensures that 

invalid data doesn’t get into the prediction pipeline, increasing the overall reliability and 

security of the deployed application. 

In order to reduce prediction latency, instead of reading the serialised LightGBM 

model from the storage for each prediction request, it is loaded into the memory at the 

application startup. By keeping the trained model in memory, unnecessary disc access 

operation is avoided and the inference time is dramatically reduced so that transaction 

classifications are almost instantaneous [86]. When an incoming transaction request is 

received by the application, the features are first pre-processed and transformed using the 

same procedures used during model training. This processed transaction data is then fed 

as input into the in-memory LightGBM model, which in turn produces a fraud prediction 

with a probability score. Such architecture allows the system to react quickly even when 

there is a load of a large number of concurrent transaction requests. 

In the deployment architecture, Redis is added as an in-memory cache solution to 

improve the application performance and reduce unnecessary computation overhead. A 

unique transaction identifier is assigned to each new transaction, and this is used as the 

cache key. Before it makes a machine learning prediction, the application checks if a 

prediction result for this transaction is already in the Redis cache [83]. In the event of a hit, 

the cached prediction is returned to the client immediately without calling the machine 

learning model and this can reduce the processing time and save computational resources 

drastically. If there is no cache entry, then the transaction is processed as normal, the 

prediction result is generated and the new response is stored in Redis for retrieval in the 

future [95]. This caching approach improves throughput and enables the system to 

maintain low latency during high transaction volumes (Figure 2). 
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Figure 2. ER Diagram for Python Code. 

 

Another important part of the deployment architecture is comprehensive transaction 

logging [90]. All transactions that have been processed, regardless of their classification 

result, are saved to a PostgreSQL relational database. The stored information includes the 

transaction identifier, input features, prediction probability, classification result, 

processing timestamp, and any other metadata necessary for auditing and regulatory 

compliance [79]. Database logging offers a permanent history of all prediction activity, 

enabling financial institutions to investigate suspicious transactions, assess model 

behaviour and conduct detailed forensic analysis when necessary. Furthermore, the 

gathered prediction logs allow for constant monitoring of the model's performance, 

allowing data scientists to identify concept drift, retrain the classifier with new transaction 

data and keep high fraud detection accuracy over time. 

The proposed system, to demonstrate the integration of cloud-based event-driven 

services, includes an alert notification mechanism using Amazon Web Services Simple 

Notification Service (AWS SNS). Whenever the deployed machine learning model 

determines that a transaction might be fraudulent, an event is generated that triggers a 

serverless AWS Lambda function. This function will send an alert message to an SNS topic, 

which will then send notifications to the subscribers of the topic via email or other 

supported protocols [84]. The automated alerting system allows for instant alerts on 

suspicious activities to be automatically sent to fraud analysts and financial 

administrators, facilitating quick investigation and timely intervention before major 

financial loss is experienced [96]. This serverless implementation simplifies operations and 

delivers highly scalable event processing capabilities. 

Dedicated API endpoints facilitate operational monitoring and system performance 

analysis, providing real-time statistical information related to transaction processing 

activities [99]. These monitoring services pull data directly from the PostgreSQL database 

to produce performance metrics such as total transactions processed, fraud detection rates, 

prediction distributions, hourly fraud occurrences, average processing time, and historical 

system trends. Administrators can use real-time operational statistics to constantly 

evaluate application performance, identify anomalous transaction patterns, monitor 

workload distribution, and measure overall system effectiveness [89]. These analytical 

capabilities enable data-driven decision making, proactive system health management, 

and contribute to the long-term robustness of the deployed fraud detection platform. 
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In summary, the proposed methodology combines state-of-the-art machine learning 

techniques with modern software engineering principles to create a production-ready 

fraud detection system capable of providing accurate, scalable, and real-time transaction 

classification [97]. The efficient end-to-end system, ready to be deployed in modern 

financial settings, consists of thorough data preprocessing, smart feature engineering, 

ADASYN class balancing, LightGBM classification, FastAPI deployment, Redis caching, 

PostgreSQL logging, AWS SNS alerting, and ongoing operational monitoring [85]. The 

integrated methodology guarantees a high predictive performance and fulfils the practical 

needs of modern digital payment systems such as speed, scalability, reliability, 

maintainability and continuous monitoring. 

 

3. Results and Discussion 

The final LGBM model returned a set of performance measures on the validation 

data set that supports the system's effectiveness, especially in the detection of the minority 

class [108]. Using was crucial to shift the model’s performance in favour of Recall over raw 

Accuracy (Table 1). 

 

Table 1. Interpretation of Key Performance Metrics. 

Metric Discussion Point 

Precision The higher the precision, the fewer false alarms there will be [107]. This is 

important to maintain customer confidence and reduce operational costs 

from investigating non-existent fraud. 

Recall The most important success factor is the high recall score, which shows 

that the system correctly detects all actual fraud cases, which significantly 

reduces financial losses. 

F1-Score The higher the F1-score, the better the balance between precision and 

recall. So overall, the model is quite reliable in its classifications. 

Accuracy Although this score is extremely high, it is mainly due to the large class 

imbalance and does not reflect the real success in this area. 

 

System Performance Discussion The development of the real-time prediction service 

has provided an accurate and responsive solution. 

Real-Time and Scalability: The system could meet the low-latency requirement 

thanks to the use of FastAPI as the web framework and the pre-loaded model and caching 

layer [106]. The cache is especially useful when there are multiple retries or repeated 

queries on the same transaction, significantly alleviating the burden on the model 

inference engine. 

The addition of a database for persistent logging provides the system with a better 

auditability. The endpoint offers operators the ability to monitor system performance and 

fraud trends in real time, and visualise key metrics such as fraud rate by hour to identify 

time windows most vulnerable. This feature is essential to ongoing operational 

improvement and the identification of new fraud vectors [109]. The project is API-centric, 

but the structured response and fast inference time improve the ‘user experience’ for the 

integrating application (e.g. a banking application). Post-transaction review and system 

debugging are facilitated by detailed logging, leading to a robust and maintainable 

solution.  
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4. Conclusion  

The development of the Real-Time Credit Card Fraud Detection System was 

successful in achieving the primary objective of designing and implementing an 

intelligent, scalable and production-ready solution that is able to detect fraudulent credit 

card transactions with high accuracy and low latency. The system was equipped with 

sophisticated data pre-processing, feature engineering, ADASYN over-sampling to 

overcome the severe class imbalance and LightGBM algorithm. It was able to learn 

complex transaction patterns and demonstrated promising results in fraud detection. The 

main goal was to optimise Recall so as to reduce false negatives, thereby detecting a large 

proportion of fraudulent transactions before the occurrence of financial losses. Built on 

FastAPI, PostgreSQL, and Redis, the deployment architecture added Fast API responses, 

secure transaction logging, efficient caching, and scalable performance for real-world 

financial environments. Our framework shows that by combining state-of-the-art machine 

learning techniques with strong software engineering practices, we can build a reliable 

end-to-end fraud detection solution that can support modern digital payment systems. 

The proposed system shows good predictive performance and operational 

efficiency, but there are many chances for future improvements. Implementing a complete 

MLOps pipeline would automate the collection of data, retraining of the model, validation 

and deployment, and ensure that the model continually adapts to changing fraud patterns 

and minimises model drift. The system’s capacity to capture sequential customer 

behaviour could be taken to a higher level by the implementation of sophisticated deep 

learning techniques like Recurrent Neural Networks (RNNs), Long Short-Term Memory 

(LSTM) networks, or transaction embedding models. With a real-time monitoring 

dashboard, a fraud analyst would have intuitive visualisations of prediction statistics, 

fraud trends, and overall system health. Furthermore, the application of ensemble learning 

strategies, which combines LightGBM with other models such as XGBoost and Logistic 

Regression, can improve the accuracy, robustness, and confidence of the predictions, thus 

increasing the effectiveness of the system for large-scale deployment in modern financial 

institutions. 
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