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Abstract: Cloud computing is one of the new innovations in digital transformation that have
revolutionized various areas of life including education and healthcare. However, with the rising
significance of cloud infrastructures, the level of security threat and privacy concern is on the rise
with regard to sensitive data. Sustainable cloud encryption techniques will be discussed in this paper
in the enhancement of data security in e-learning and health-related platform.

The hybrid encryption techniques, proxy re-encryption and block-chain-based systems, are analyzed
with the assistance of systematic literature review. It offers a proposed security structure which is
based on federated learning, with sustainable encryption to strengthen data protection. The findings
have shown that sustainable encryption is a means to ensure confidentiality, integrity, as well as
minimizing the cost of computing and environmental costs thereby ensuring the digital ecosystems
are secure and environmental friendly.

Keywords: Cloud Security; Sustainable Encryption; Hybrid Encryption; Federated Learning; Block-
chain-based Security; E-Learning Data Protection; Healthcare Data Privacy

1. Introduction

The adoption of cloud computing in e-learning systems and healthcare systems has
enabled it to be scalable and cost effective and have access to better resources [1][2][3][4].
However, security of sensitive information such as student records and electronic health
records (EHRs) has raised serious concerns in this digital transformation [5]. There is still
a challenge of confidentiality, integrity, and availability of data on the cloud due to
unauthorized access, cyberattacks, and insider threats [6],[7].

The conventional encryption systems though suitable in certain scenarios may not be
suitable to meet the complexities of the modern distributed cloud systems. The encryption
and proxy re-encryption schemes have been the solutions to the secure transmission and
sharing of data by using cloud-based encryption methods [8]. In addition, the adherence
of the regulatory requirements to frameworks like GDPR or HIPAA implies that the
encryption model involves high levels of security that will guarantee that the data is not
exposed to the new threats [9],[10].

Sustainability is another dimension that is increasing. E-learning and healthcare
applications that are hosted in data centers consume huge amounts of energy. According
to recent research, there is a need to implement eco-friendly encryption algorithms and
energy-saving cryptographic protocols in cloud infrastructures [11]. This two-fold
concern with security and sustainability forms the motivation of this study.

Central Asian Journal of Mathematical Theory and Computer Sciences 2026, 7(2), 37-42

https://cajmtcs.casjournal.org/index.php/CAIMTCS



https://cajmtcs.casjournal.org/index.php/CAJMTCS
mailto:munera_abdaljabar@mtu.edu.iq

38

Sustainable encryption is a concept that is used to denote the structural and
implementation designs of cryptographic systems that are not only to provide strong data
security but also to be energy-efficient and computationally-efficient. In contrast to
classical encryption methods that can require a considerable amount of processing
capabilities, sustainable encryption incorporates lightweight algorithms and hybrid
constructions (e.g., AES with RSA/ECC) to provide high confidentiality and integrity rates
at a low energy consumption. This notion is in line with the major vision of green
computing, where security measures are created to be environmentally friendly, scalable,
and acceptable to resource limited networks like IoT devices, e-learning tools, and health
care systems.

2. Materials and Methods
Literature Review
Cloud Security in E-Learning

The cloud service is extremely needed in hosting online content, online exams, and
group learning materials on E-learning. Nevertheless, they are at risk of denial-of-service
(DoS) attacks, manipulation of data, and unauthorized access [12]. In order to provide
confidentiality and to minimize the computational costs, hybrid encryption schemes (or
the use of combination of symmetric and asymmetric methods) are becoming widespread
[13].

E-learning systems are also seeing adoption of block-chain based solutions which
provide immutable storage for academic records and transparent audit trails for data
transactions (14). These methods enhance trust and accountability within cloud-based
learning settings to a great extent.

Healthcare Data Protection

The health care industry is also among the most sensitive industries where cloud
security is essential because of patient records. In order to support sharing of medical data
amongst the sensitive stakeholders, proxy re-encryption and attribute-based encryption
methods have been suggested [15],[16].

Healthcare data management is no exception, and federated learning has been
proposed to facilitate collaborative model training without raw data movement from local
nodes [17]. This guarantees privacy and promotes Al-based diagnosis of disease like
diabetes and COVID-19 [18],[19]. Federated learning in combination with cloud-based
encryption is a good foundation to medical research security.

Sustainable Cloud Security

As the need to have green computing is increasing, sustainable solutions to cloud
security have been developed. Energy efficient encryption algorithms minimize the
amount of computation at the expense of attacks [20]. Green data centers that use
renewable energy and low-power cryptographic controls show that sustainability and
security can both be ensured in cloud systems [21][22].

Methodology

This paper involves systematic review and conceptual design research to examine the
issue of sustainable cloud-based encryption in e-learning and healthcare systems. The
procedure of the research took place in three steps:

1. Literature Collection: The databases such as IEEE Xplore, SpringerLink,
ScienceDirect, MDPI, and PubMed were used to obtain peer-reviewed articles published
within the period of 2020-2024 [1],[5],[12].

2. Analysis Framework: The collected literature was evaluated according to the
security, application area, and sustainability [13],[17].

Proposed Framework Design: An overall conceptual framework was created that
incorporated cloud-based encryption, federated learning, and sustainable computing
practices [20],[21].
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Figure 1. Suggested Sustainable Cloud Security Framework

Proposed Sustainable Cloud Security Framework

Data Encryption Layer
AES + RSAJECC Hybrid Encryption
Ensures confidentiality & integrity

Federated Learning Layer

Local training + Encrypted Model Updates
Enhances privacy

Blockchain Layer
Immutable records + Smart Contracts
Provides transparency & trust

Sustainability Layer
Lightweight Cryptography + Green Data Centers
Reduces energy & carbon footprint

Table 1. Comparison of Encryption Methods

Technique Security Level | Speed Energy Consumption
AES High Fast Low

RSA High Slow High

Hybrid (AES+RSA) Very High Medium Moderate

The proposed structure entails the multi-layer architecture integrating encryption,
federated learning, and sustainable cloud architecture:

1. Data Encryption Layer: The encryption of sensitive information takes the hybrid
method which is a combination of both the symmetric encryption (AES) and
asymmetric encryption (RSA/ECC) [14],[16].

2. Federated Learning Layer: This is done locally on the distributed nodes, where
only encrypted updates on the models are shared [17],[18].

3. Block chain Integration: Block chain offers immutability, traceability and smart
contracts to implement security policies [7],[19].

4. Sustainability Layer: Cryptography algorithms that are lightweight and
renewable energy-powered data centers are used to reduce environmental impact

[20],[22].

3. Results and Discussion

Table 2. E-learning vs Healthcare Cloud Security Needs

Domain Security Needs Unique Considerations
E-learning Data privacy, access Student identity
control, content protection
protection
Healthcare Confidentiality, Sensitive patient
integrity, availability records, regulatory
compliance
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Figure 2. Energy Consumption of Encryption Methods
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The combination of federated learning and block chain with cloud-based encryption
shows a number of interesting results:

1. Enhanced Security: Confidentiality and integrity are guaranteed with the use of
hybrid encryption and proxy re-encryption [12],[14],[15],[16].

2. Improved Privacy: Federated learning minimizes the risk of data leakage [17],[18].

3. Transparency and Trust: Block chain provides immutable audit trails and
compliance [9],[19].

4. Sustainability Benefits: Green encryption and environmentally friendly data centers
reduce the amount of carbon emissions [20],[21],[22].

5. Challenges: Key management scalability, interoperability and computational costs
are still problems [13],[17].

6. Comparative Analysis with Previous Studies

Table 3. Comparison with Previous Works

Study Technique Used Limitation Contribution of
Current Work

Ali et al. [2] Federated No encryption or | Adds encryption &
Learning in sustainability green security
Healthcare integration

Boumezbeur & | Hybrid No federated Adds FL + Block

Zarour [12] Encryption in learning or block | chain + Sustainability
Cloud Healthcare | chain

This Work Hybrid - Unified secure & eco-
Encryption + FL + friendly framework
Block chain + for E-learning &
Sustainability Healthcare

A number of previous researches have had a contribution in cloud-based data security
in e-learning and healthcare systems. Nevertheless, they tended to consider one of the
dimensions without a total integration of encryption, Al privacy, and sustainability. The
comparative analysis below points out the ways in which the proposed study will be
superior to previous ones:

1. Al et al. [2]: This paper addressed the notion of federated learning in healthcare

without integrating encryption and sustainability.
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2. Boumezbeur & Zarour [12]: This research suggested the use of hybrid encryption
in healthcare without involving block chain and federated learning.

3. Proposed Study (This Work): Integrates Hybrid Encryption + Federated Learning
+ Blockchain + Sustainability in a unified architecture, offering stronger data
security, privacy preservation, energy efficiency, and applicability across both e-
learning and healthcare domains.

4. Conclusion

A cloud-based encryption framework is a sustainable research presented in this study
aimed at ensuring the safety of sensitive data on e-learning and health-related websites.
In contrast to the past literature, where the researchers usually discussed either encryption
or federated learning as a separate concept (2,12), the study under consideration integrates
the concept of hybrid encryption, federated learning, a block chain technology, and
sustainability principles into a unified security system.

The comparative analysis revealed that it is a better approach as compared to previous
works since it guarantees better confidentiality, better privacy protection, better trust due
to the integration of blockchain, and better environmental impact due to the lightweight
cryptographic methods. The presented system thus does not only focus on data security
but also helps the world to go green and energy efficient cloud infrastructures.

Future research directions include:

1. Real-world implementation in large-scale e-learning and healthcare platforms.

2. Optimization of lightweight encryption algorithms for IoT and edge devices.

3. Development of Al-driven adaptive key management systems.

4. Exploration of multi-cloud and cross-border data security compliance frameworks.

Due to the solution of these future challenges, the suggested framework can be
developed into a multifaceted solution which will balance the data protection, system
performance and sustainability in cloud environment.

Conclusion and Future Work

This study came up with a sustainable cloud-based encryption system to protect
sensitive data in e-learning and healthcare networks. With the integration of hybrid
encryption, federated learning, and blockchain technologies in a sustainability-focused
architecture, the framework improves the confidentiality and privacy of data, as well as
trust, and minimizes the effects on the environment.

Further research needs to be based on practical case studies, lightweight algorithms
optimization to IoT devices, Al-based key management, and multi-clouds and edge
computing deployment.
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