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Abstract: The growing concerns around data security and privacy have highlighted the need for
secure, decentralised file storage solutions. This project proposes a Blockchain-Based Secure File
Storage System that leverages blockchain technology to ensure the integrity, confidentiality, and
immutability of files stored on a distributed network. In this system, files are securely stored by
associating them with cryptographic hashes within blocks, creating a tamper-resistant ledger. The
Blockchain is responsible for tracking file metadata, such as file names, owners, and timestamps,
while ensuring that each file is securely linked to its predecessor, forming a chain of blocks. Each
block's validity is maintained using Proof of Work (PoW), ensuring consensus and the integrity of
the data stored. The code implementation allows users to add files, store them securely, and verify
their integrity via a decentralised ledger. As files are uploaded, they are hashed, and a new block is
created on the blockchain. The use of Proof of Work ensures that only valid blocks are added to the
chain, preventing malicious tampering or unauthorised access. This system is ideal for scenarios
requiring high levels of data security, such as cloud storage, healthcare data management, and legal
document storage, where the integrity and authenticity of files need to be guaranteed over time.
This project demonstrates how blockchain technology can be adapted beyond cryptocurrency to
build a secure, trustworthy file storage framework that offers enhanced protection against data
breaches and unauthorised modifications.

Keywords: Data Security, Privacy, Cryptographic, Tracking File, Securely Linked, Blockchain,
Cloud Storage, Blockchain Technology, Cryptocurrency, Unauthorised Modifications

1. Introduction

In today's digital world, data is one of the most valuable things for people,
businesses, and governments [54]. Every day, a lot of sensitive information is created,
saved, and shared since cloud computing, online collaboration tools, and remote access
technologies are growing so quickly [29]. This digital transition has made things a lot
more efficient and easier to get to, but it has also made data security, privacy, and trust
much harder. Most traditional file storage systems are based on centralised architectures,
which means that one server or authority stores and manages all the data [42]. Even
though many people use these systems because they are easy to use, they have built-in
flaws that make them easy targets for hackers, system crashes, and unauthorised access.
In centralised storage systems, one point of failure can have terrible effects [33]. If hacking,
malware, insider threats, or hardware failure breach a central server, the whole dataset

could be made public, damaged, or lost forever. High-profile data breaches over the past
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ten years have shown how attackers can use these weaknesses to steal private information,
which can cost businesses money, get them in trouble with the law, and hurt their
reputation for a long time [58].

Centralised systems also demand users to trust service providers completely,
expecting that they would handle data in a way that is ethical, safe, and open. This
paradigm built on trust typically doesn't allow for verification, which means that users
have no control or awareness over how their data is viewed or changed [31]. The
restrictions of traditional storage strategies become clearer as the amount of data grows at
an exponential rate. The situation is made worse by challenges with scalability, expensive
maintenance costs, and the growing difficulty of managing security [47]. These problems
have led researchers and developers to look at different ways of storing data that don't rely
on a single governing party and can give higher guarantees of data integrity, availability,
and transparency [57]. In this situation, blockchain technology has become a strong and
new way to fix many of the problems that come with traditional file storage methods.
Blockchain technology is basically a decentralised and distributed ledger system that keeps
track of transactions on many different nodes in a network [36]. There is a block for each
record, and each block is cryptographically connected to the one before it. This makes an
unchangeable chain of data. This architecture makes sure that once information is
captured, it can't be changed without the network's agreement [53].

This makes the system very hard to hack or cheat. Blockchain was first used as the
technology behind cryptocurrencies like Bitcoin [43]. Since then, it has grown into a flexible
platform that can be used in many fields, including banking, supply chain management,
healthcare, identity management, cybersecurity, and digital storage [37]. One of the best
things about blockchain is that it is not controlled by one person or group. Data is not kept
in one place; instead, it is spread out among many participants, each of whom has a copy
of the ledger. This gets rid of single points of failure and makes the system more robust
[40]. If some nodes go down or are hacked, the other nodes can still work and keep the
data safe. Blockchain also uses cryptography to make sure that the data stored in the
system is safe, can be checked, and is clear. Because of these traits, blockchain is great for
apps that need a lot of trust, accountability, and data integrity. Blockchain provides a new
way to protect data when storing files without actually keeping big files on the chain itself
[26]. It can be hard to save whole files on a blockchain because of storage limits,
performance issues, and high computing expenses. Instead, blockchain can be used to store
important file-related information including metadata, cryptographic hash values,
timestamps, and information about who owns the file [50]. This way, the system can check
that files are real and complete while keeping the actual file content in traditional or
decentralised storage systems off-chain.

If someone tried to change a file, the stored hash and the computed hash would not
match, which would quickly show that the file had been tampered with [46]. This project
looks at the Blockchain-Based Secure File Storage System, which builds on these ideas to
show how blockchain may make digital storage safer and more reliable. The project is
about making a private blockchain simulation with Python [32]. This will give researchers
a controlled space to explore the basic parts of blockchain and how they may be used to
keep files safe. The system is not meant to be a production-ready storage platform; instead,
it is a conceptual and technological demonstration of how blockchain ideas might be used
to solve real-world data security problems. The system's core is a proprietary blockchain
structure made up of separate blocks, each of which has information about files [56]. Every
block has important information such an index, timestamp, file metadata or hash, the hash
of the preceding block, a nonce value, and the block's own cryptographic hash [39]. These
parts work together to make sure that blocks are securely connected and that changing the
contents of a block would make the whole chain invalid from that point on. The blockchain
starts with a genesis block, which is the first block on the chain and sets the system's initial
state [52]. The system uses a proof-of-work approach to add new blocks to the blockchain.

Central Asian Journal of Mathematical Theory and Computer Sciences 2026, 7(1), 255-271. https://cajmtcs.casjournal.org/index.php/cajmtcs



257

Proof-of-work is a way for everyone to agree on something that needs people to solve a
hard challenge before a new block can be added.

In this method, a nonce value is changed again and over again until the resulting
block hash meets a set difficulty criterion, which is usually shown as a particular amount
of leading zeros in the hash [48]. Proof-of-work takes a lot of resources, but it is very
important for keeping bad actors from quickly changing the blockchain. This is because
any effort to change a block would entail redoing the proof-of-work for that block and any
blocks that come after it. A simulated workflow that works like real-world blockchain
operations brings file data into the system [34]. When a file is added, its metadata or
cryptographic hash is initially put on a list of things that are waiting to be processed. These
pending entries are transactions that haven't been confirmed yet and are waiting to be
added to the blockchain. When the mining process starts, the data that is waiting is put
into a new block and goes through the proof-of-work procedure[41]. After mining is
successful, the block is added to the chain, and the list of blocks that are still waiting is
cleared. This method shows how blockchain can keep a chronological and auditable record
of events connected to files. The chain validation process is a key part of the system because
it monitors the blockchain's integrity all the time [27]. Validation functions check that the
hash of each block is valid, that each block correctly points to the hash of the preceding
block, and that the proof-of-work requirements have been met.

The validation procedure will find inconsistencies if any block is changed or taken
away, which could mean that someone is trying to change it [55]. This capacity shows one
of blockchain's best features: it can make strong promises about the integrity of data
without any outside help. From a cybersecurity point of view, the suggested approach
solves a number of important problems that come with standard file storage [45]. It lessens
the need for a single trusted authority by decentralising the record of file ownership and
integrity. Cryptographic hashing makes it impossible to change files without being
noticed, and the immutable ledger keeps a clear record of all file-related operations. These
traits are especially useful in places where data integrity and accountability are very
important, like healthcare systems, legal document management, academic research
repositories, and enterprise data storage [30]. The project also stresses honesty and
openness. Everyone in the network can see and verify every block that is added to the
chain. This makes sure that file records can't be changed or deleted without anyone
knowing. Users can trust the stored data since they can check its authenticity on their own
without having to rely on a central administrator [51]. The system can also be expanded
with access control methods to keep sensitive data safe and make sure that only authorised
users can work with certain files. The current implementation is more about showing basic
blockchain ideas, but it also sets the stage for future improvements and real-world
implementations [35]. One possible improvement is to integrate decentralised file storage
platforms like the InterPlanetary File System, which lets files be stored on a distributed
network and accessible by content-based addressing. You may make a completely
distributed and secure file storage ecosystem with both data availability and integrity by
combining blockchain with decentralised storage.

Another interesting avenue is the use of smart contracts, which are programs that
run on the blockchain and do what they say they would do. Smart contracts might be used
to automatically limit access, enforce file-sharing rules, and change rights based on rules
that are already in place [38]. This would provide you more control over who can see,
change, or share files, which would make the system even more secure and easy to use.
There are also scaling methods like sharding or different consensus techniques that might
be used to make things run better and handle bigger datasets. In conclusion, this project's
Blockchain-Based Secure File Storage System shows how blockchain technology may be
used to fix the problems with traditional centralised storage systems [44]. The system has
a strong framework for making sure that data is safe, open, and trustworthy by integrating
decentralisation, cryptographic security, and immutability. The project uses Python to
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make it easy and useful to learn about how blockchain concepts can be used to protect files
[28]. Blockchain-based approaches have a lot of promise to change the future of secure
storage as digital data becomes more important and larger. This will lead to more reliable,
trustworthy, and user-friendly data management solutions [49].

Literature Review

This summary talks about major discoveries in the discipline, new technologies, and
how different methods have changed over time [20]. Critical evaluations and comparisons
of various methodologies and models provide a valuable foundation for comprehending
the current state of the art and identifying potential gaps or opportunities for additional
inquiry and innovation [3]. This chapter is important for putting the project in a bigger
picture by using what we learnt from earlier studies. Blockchains, which were established
in 2008, allow decentralised peer-to-peer networks that don't have a central authority. One
of the key uses is decentralised storage, where people rent out unused space and make
sure it's safe by using end-to-end encryption [24]. These networks are better than
centralised systems at stopping data loss and making sure that providers check file
integrity [10]. Research has mostly looked at capacity and efficiency, but security, integrity,
and privacy issues still need to be dealt with. This paper talks about blockchain-based
storage, how it is different from cloud storage, and looks at networks like SIA, Filecoin,
and Storj. We talk about the pros and cons, security risks, and future research areas for
decentralised storage [15].

To manage IoT data, you need cloud storage, but it can be risky because of things
like data leaks and having to rely on a centralised third-party auditor (IPA). Decentralised
storage using blockchain removes the need for a TPA, avoids points of failure, and is cost-
effective and fast [8]. This paper introduces IoTChain, a decentralised storage and sharing
system that uses Ethereum and IPFS and is built on the blockchain. It uses attribute-based
access control (A-BAC), AES encryption, elliptic curve key exchange, and proof-of-
authority (PoA) consensus to make things safer and more efficient [4]. IoTChain is a good,
cheap way to handle IoT data that works on the Ethereum Rinkeby network. Blockchain
is a type of distributed network that keeps data in a decentralised way. Blockchain makes
transactions clear and safer by using cryptography [22]. It has features such being
unchangeable, decentralised, and auditable that make transactions safe and impossible to
change. Decentralisation is becoming more popular as a way to construct apps and store
data. This paper has done a survey of Ethereum-based decentralised apps [13]. This
research paper also talks about how smart contracts work in Blockchain. The
InterPlanetary File System is also used to store and get files in a distributed setting [25].

A reliable product evaluation management (PEM) system is needed to make sure
that online buying goes well [6]. This study recommends the implementation of a
blockchain-based Product Evaluation Management (PEM) system, wherein product
reviews are archived in the InterPlanetary File System (IPFS) and data hashes are
preserved on the Ethereum blockchain. Smart contracts make it possible to safely and
easily get data back, which stops illegal alterations. It is easier to search for keywords, and
there is a way to make money to encourage sustainability. The results of the simulation on
Ethereum using Solidity show that the system is very usable and very reliable[1]. In cloud
computing, it is very important to have safe distant data storage. Traditional proven data
possession (PDP) techniques use RSA or bilinear pairings, which make them very slow
and expensive to use [19]. So, we present a private PDP architecture built on blockchain
that combines both blockchain and RSA to make things safer and more efficient. We
delineate its system and security frameworks and formulate a definitive implementation.
Theoretical research and prototype testing show that our plan is safe, works well, and is
useful. The InterPlanetary File System (IPFS) is a peer-to-peer system that lets people store
and share data across several computers [12]. It uses content-addressing to find unique
files with a Content Identifier (CID), which makes it easier to get data more quickly. IPFS
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allows users to upload, find, and share content directly across a blockchain-supported
network, which makes things faster and removes the need for central servers [16]. This
work talks about the advantages of distributed storage over traditional methods, which
often don't provide reliable and redundant data. This work also suggests a way to protect
data by using several authentication methods. This lets users easily find and manage their
information on the IPFS blockchain [21].

A distributed file storage system makes copies of data on multiple nodes, so you
don't have to rely on a single server. Using a peer-to-peer network and blockchain
technology, it makes things more redundant, strong, and safe [5]. Some examples of use
cases are delivering content, transferring files, using dApps, CDNs, and backing up data.
There are still problems with data privacy and security [18]. This article shows how to use
Ethereum, Solidity smart contracts, MetaMask, React.js, CSS, and Ethers.js to make a
decentralised storage plan based on blockchain. More and more, the medical field is using
blockchain and IPFS to manage data in a safe and decentralised way [14]. Traditional
centralised storage approaches have a 75% accuracy rate, but they put data at danger of
being stolen. This study suggests a blockchain-based system with Ethereum smart
contracts and consensus mechanisms to improve security and integrity [9]. The medical
data is hashed and stored in IPFS with unique content identifiers. This makes sure that the
data cannot be changed and is open to everyone. Only registered users can access it, which
reduces the chance of unauthorised access [23]. The decentralised strategy avoids single
points of failure, which makes the data more reliable and gets 90% accuracy.

In the previous several years, there have been a lot of cyberattacks on the data of
global organisations, governments, institutions, and even people [7]. Most of these attacks
are aimed at the flaws in centralised storage systems. They say that a new way of storing
data needs to be developed to solve problems that have been around for a long time with
centralised systems. A practical solution to most of these problems is blockchain
technology, which is built on an off-chain ledger [11]. This article aimed to develop and
test a decentralised document storage system utilising a private Blockchain network,
Ethereum tokens, and the InterPlanetary File System (IPES). We present a secure,
lightweight blockchain-based architecture to solve problems with storage and security in
edge computing [2]. First, we come up with a communication model that works better by
combining CoAP and MQTT. We also use blockchain and IPFS for decentralised storage
to make sure that data is safe and can be traced. In the end, we improve the PBFT consensus
method to make the system work faster [17]. The results demonstrate that this method is a
possible way to promote blockchain-based edge computing because it is very strong and
doesn't add much extra work.

2. Methodology
Project Description
Existing System

Most current file storage solutions use either centralised servers or cloud services
from other companies. These technologies are efficient, fast, and scalable, but they raise
serious questions about data security, integrity, and transparency [60]. Centralised systems
have one point of failure: if they are hacked, have bugs, or are threatened from the inside,
all of the data stored on them could be lost or changed. Users also rely on providers for

access control, backups, and recovery, which may not meet their privacy or compliance
demands [74].

Proposed System

The suggested method uses the built-in features of blockchain technology—
decentralization, immutability, and transparency —to make file storage safer. This
approach does not use a central server to manage data, which is different from standard
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systems. It doesn't store the actual files; instead, it saves metadata about the files, like their
names, hash values, and timestamps, in blocks on a blockchain [66]. Before being added to
the chain, each new transaction, which is a file activity, is checked using a Proof-of-Work
consensus process. This makes sure that the data is real and hasn't been changed [78]. The
blockchain structure, which connects each block to the one before it with cryptographic
hashes, makes security even better by making it easy to see when modifications are made
without permission. This implementation of the blockchain does not contain the actual file
content, but it does show how the blockchain can be a safe and reliable way to check file
integrity [73]. The code written in Python simulates mining, creating blocks, and validating
chains. It shows how blockchain may be used to safely handle files.

Proposed Work

General Architecture

FRONTEND
HTML
-User Authentication —] CSs
-File upload JavaScript

-Metamask(wallet)

Y
BACKEND

-API requests

-User management

-Interacts with DB r > Node.Js
-Interacts with

Blockchain

-Handles file metadata

and IPFS

Y v
bétasase BLOCKCHAIN
Solidity Smart
saL i '-Jztsosr;z:jssernames and -Stores IPFS hash Contracts(Ethereum)
-Handles Authentication IEIEEAS
v \J
PINATA IPFS ALCHEMY
-Decentralized file -Ethereum Node
storage -Blockchain network

-Stores files securely -Transaction handling
-Returns IPFS hashes

Figure 1. Architecture Diagram.

The diagram shows how a decentralised application (DApp) works by combining
blockchain technology, backend infrastructure, and decentralised file storage [68]. A web-
based interface made with HTML, CSS, and JavaScript lets end users engage with the
system on the front end. It lets users log in, upload files, and connect their wallets with
MetaMask [72]. The backend, which is implemented in Node.js, makes it possible to make
API requests, log in users, call the database, integrate with the blockchain, and store file
metadata and IPFS (InterPlanetary File System) data. The database module keeps track of
usernames and passwords for authentication [59]. It works with Pinata IPFS, a
decentralised storage system that keeps files safe and sends IPFS hashes. The blockchain
layer is very important for processing files and preserving IPFS hashes because it makes
sure that everything is clear and can't be changed. Smart contracts written in Solidity on
the Ethereum blockchain handle data and process transactions (Figure 1).

Alchemy also provides Ethereum nodes and blockchain network solutions that
handle transactions well. The Blockchain-Based Secure File Storage System's design phase
is all about figuring out how to leverage blockchain concepts to safely handle file metadata
[65]. The system has three primary parts: inputting metadata, managing transactions with
mining, and checking the blockchain. When a user sends in file metadata, it is treated as a
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transaction and put on a list of things that need to be done [79]. The blockchain engine
then uses a Proof-of-Work algorithm to mine this data and make a legitimate block that is
added to the chain [69]. Each block is linked to the one before it in a way that makes the
data unchangeable. The technology also gives a way to check the integrity of the
blockchain by checking hashes and block linkages. Supporting diagrams like DFDs, UML,
use case, and sequence diagrams help people see how data flows and how different parts
of the system work together [61]. This makes it easier to comprehend, build, and add to
the system in future editions.

Data Flow Diagram

— 1. Capture the Metadata

v

2. Validate and mine the
data

A4

File Uploader
3.Add the block to the

chain

4. Confirm Block
v Added

Final Blockchain Register |-=

Figure 2. Data Flow Diagram.

Figure 2. The diagram shows how to safely add file metadata to a blockchain ledger.
The File Uploader starts the process by getting important metadata, like the file name, size,
hash, and timestamp [64]. Then, this metadata goes through a validation and mining
process, which includes cryptographic verification (for example, Proof of Work). When
mining is successful, the data is put into a block and added to the blockchain, which makes
itimpossible to change [75]. Finally, the system checks to make sure that the block has been
added successfully and is now part of the Blockchain.

Uml Diagram

Problem Domain Proposed System

Centralized Store File
File Storage Metadata

<<include>>

Mine Block
Validate
Chain

/ Verify
:( ): File Integrity
User

Figure 3. UML Diagram.

Figure 3. depicts a use case model that compares a blockchain-based secure file
storage system to traditional centralised storage. On the left, you can see problems like

Data Breach
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centralised storage and data breaches [71]. On the right, you can see the proposed solution,
which lets users store file metadata, mine blocks, validate the chain, and check the integrity
of files [62]. The technology uses the fact that blockchain is decentralised and cannot be
changed to make data more secure.

Use Case Diagram

PROBLEM DOMAIN SYSTEM
- »-
<<lnc1ude>>

User

Figure 4. Use Case Diagram.

The diagram in Figure 4. shows how a user and a Blockchain-Based Secure File
Storage System work together [76]. The user can do three main things: upload a file,
download a file, and check the file's integrity. The blockchain processes and protects the
metadata of a file when it is submitted [67]. Downloading gives you access to files that are
already stored, and integrity checking makes sure that the file hasn't been changed by
using the blockchain's immutability. The technology works behind the scenes to handle
these transactions and keep the blockchain ledger safe.

Sequence Diagram

Frontend-user

USER intartace Smart Contracts Blockchain
(Deployed on Network
{CLIENT) *J':")’;Lsgf; Blockchain) (Ethereum)

Upload file request

Upload File Content

>
Uploading a file Store file meta data
[FileName, UserAddress] Record Transactions

Display Load successfully

IPFS

(Fetch file metadata)

Frontend App -ID Text
-name

-password

Request to access files

Retriving a file

get file metadata

| fetch file metadata
le Return file using ID

Return File content

Display] Ds file

Figure 5. Sequence Diagram.

Figure 5. shows how the main parts of a blockchain-based file storage system work
together when files are uploaded and downloaded [70]. When a user uploads a file through
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the frontend, it goes to a decentralised storage network like IPFS, which sends back a
unique content identifier (CID). A smart contract records this CID, along with file metadata
and the user's wallet address, on the blockchain. This makes sure that the data is safe and
can't be changed. A success message is provided to the user once the confirmation is
received [63]. The frontend asks the smart contract for the file's metadata and hash, which
it gets from the blockchain. The frontend then uses the CID to get the file from IPFS so that
the user can see or download it [77]. This procedure shows how blockchain-based storage
solutions are safe, open, and not controlled by any one person.

Module Description

The Blockchain-Based Secure File Storage System is built in a modular way, so that
each portion of the system can do a specific job that is important for keeping file-related
data safe. The modular structure also makes it possible to scale up, fix bugs more easily,
and add new features in the future [83]. There are three key parts to the system right now:
File Metadata Handling, Blockchain Transaction & Mining, and Blockchain Validation &
Integrity Checking.

Module 1. File Metadata Handling.

This module is where users can start interacting with the system. Its main job is to
gather and keep track of metadata about files that users have uploaded. Instead of saving
the original file, the system makes or accepts a SHA-256 hash of the file's contents. This
hash works as a unique fingerprint to make sure the file is real [88]. The user gives basic
file information including the filename, timestamp, and hash value. This information is
then put into a transaction structure and sent to the transaction pool. This module makes
sure that all user input is organised, formatted correctly, and ready to be processed on the
blockchain [93]. It is very important for keeping a consistent and tamper-proof view of files
in the system.

Module 2. Transaction Pool Management and Mining.

The second module is in charge of handling pending transactions and doing mining
work. A transaction pool temporarily stores all incoming file metadata until it is
aggregated and added to a block [90]. This module starts the mining process by utilising a
Proof of Work (PoW) algorithm that keeps making hash values until they reach a specific
level of difficulty (for example, a hash that starts with a certain amount of zeros). In this
process, a nonce is given to the block, and its hash is recalculated until it is legitimate. The
block is added to the blockchain once it has been mined successfully [87]. This module is
the most important part of how blockchain works. It makes sure that all transactions kept
on the blockchain are permanent and safe. It stops unauthorised additions and makes sure
that every transaction can be checked.

Module 3. Blockchain Validation and Integrity Checking.

The third module checks the whole blockchain structure to make sure that no
changes have been made [94]. It checks the blockchain from the first block to the most
recent one to make sure that the hash values are valid, that the blocks are consistent with
each other, and that the difficulty level is set correctly. The system will know that the chain
has been compromised if any block is changed, even a little bit [82]. This module is very
important for keeping trust and openness because it lets users or administrators check the
integrity of their saved files at any moment. It also makes it easier to do frequent chain
audits and might be used as a base for adding version control or rollback functionality in
future versions of the system. This module is also set up in a way that makes it easy to add
more nodes or connect to a dispersed network in the future.

Step 2. Processing of File Metadata.

This step is when the system takes in and processes the metadata from the files that
users send in. The system doesn't upload the whole file; instead, it processes metadata
including the file name, file size, and, most significantly, a cryptographic hash (usually
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SHA-256) of the file's contents [86]. This hash is like a fingerprint for the file because it is
unique to it. The metadata is checked for structure and format when it is sent in, and then
it is sent to the transaction pool. This stage makes sure that the data is consistent and ready
to be safely added to the blockchain [91]. Until the mining phase begins, validated entries
are kept as pending transactions [97]. The whole procedure is made easier to protect
metadata and make sure that blockchain entries are correct.

Step 3. Mining and Block Creation.

In machine learning, this step is called "building the model." In blockchain, it means
making and checking a block. The system starts mining when there are a set of transactions
that are ready to go. The Proof of Work algorithm is used to create a cryptographic hash
for the block that meets a certain level of difficulty. The system keeps changing the nonce
value until the hash starts with a certain number of zeros [84]. When the requirement is
met, the block is valid and is added to the blockchain. This step makes the file metadata
permanent and tamper-proof, making sure that the data is safely logged and can be
checked at any time [95].

Verifying and Validating the Blockchain

At this point, the system checks the entire blockchain to make sure it is still
legitimate. It is necessary to check the hash of the preceding block every time a block is
mined and added. The system checks to see if the stored hash for each block matches the
recalculated hash and if all the linkages between blocks are still there [80]. This step of
validation stops changes or data corruption that aren't allowed. Changing any one piece
of metadata in any block makes the whole chain invalid, which shows how the system is
designed to be tamper-evident [96]. This step is very important for keeping user trust and
system transparency, especially as the blockchain gets bigger.

In this case, a sample dataset is a set of example metadata that was used during
testing. For example, this data is not the file itself but its digital fingerprint. This means
that if the file is changed later, its hash will change, showing that it has been tampered
with. These samples are used to check block formation, mining accuracy, and validation
integrity while the system is running [92]. These data entries are what make up the main
part of each block and assist make sure that the system is safe, consistent, and easy to track.

Implementation And Testing
Input And Output
Image - Uploading of File in User Interface

The user starts the procedure by choosing a file from the system's web-based
interface. Users can choose from a variety of file types (PDF, TXT, JPG, etc.) using this easy-
to-use upload platform [85]. After the file is uploaded, it is processed and added to a new
block. This block is then mined and added to the blockchain (Figure 6).

block.prev_hash:

Figure 6. The Unit Testing Process for File Upload and Encryption.
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Integration Testing

Integration testing makes sure that all the parts of the Blockchain-Based Secure File
Storage System work together perfectly. In this system, integration testing means making
sure that the file upload, encryption, and blockchain procedures all work together
appropriately [81]. Once a file is uploaded, it has to be encrypted, and the encrypted
information should be put to the blockchain as a new block. Integration testing makes sure
that data moves correctly through each process and that nothing is lost or corrupted when
these parts interact with each other [89]. This makes sure that the complete system works
well (Figure 7).

PS C:\Users\VIJU VALENTINA W\Documents\Blockchain-based-File-Storage> run_app.py
. zy loading)

/ ss CTRL4C to quit)
12 ¢ 4 HTTP/1.1" 200

HTTP/1.1" 200
static/css/bootstrap HTTP/1.1" 200

HTTP/1.1" 200

HTTP/1.1" 200
i t/NLF

onda3\Lib\site-pa 25\ F1a 3 in handle_exception
onda3\Lib\site ask) py", ), in re
JU VALENTINA W onda3)\ \site 2 ‘ \ N , in wsgi_apy

.full_dispat
ALENTINA W >\site-pack: F e 1952, in full disg

e-p: : compat.py”, , in rera

onda3\Lib\site-packages\flask\app.py”, line 1950, in full_dispatch_request

Figure 7. Integration Testing Process for File Upload and Blockchain Interaction.

Test Result
o Files are successfully uploaded and encrypted before being added to the blockchain.

e The blockchain mining process finishes without any problems, and blocks are added
correctly.

e You can get files back from the blockchain and decrypt them without losing or
corrupting any data.

3. Results And Discussions
Efficiency of the Proposed System

The suggested blockchain-based approach is very good at protecting file metadata
and making sure that data is correct. It doesn't actually store files, but it does give you a
reliable way to check if a file has been changed by comparing its current hash to the one
stored in the blockchain [99]. This makes sure that users can find out if something has been
changed without having to rely on someone else. From a computational point of view, the
proof-of-work mechanism is set up with customisable difficulty, which lets the system act
like real mining without taking too long to process [98]. This mix between safety and speed
makes it useful for both academic and prototype use.

Efficiency Highlights
e Data Security: Makes ensuring that file metadata is stored in a way that can't be
changed.

e Hash-based Verification: This method uses SHA-256 to produce file hashes that are like
fingerprints for each file.
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