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Abstract: Pass Man is a modern password management solution that runs in the cloud and is 

designed to address the growing challenges of storing and managing secure credentials. As people 

use more digital services, it might be hard for them to keep strong, unique passwords across all of 

their devices. Pass Man protects user data by using end-to-end encryption and a zero-knowledge 

architecture. This means that even system administrators can't see or access user data. Each stored 

password is protected by a different key, which users can download as a key image. This adds an 

extra layer of security. The system lets you add, view, and edit passwords only after the keys have 

been successfully verified, ensuring that everything is real at every step. Pass Man was made with 

Flask, HTML, CSS, JavaScript, and Lottie animations. It has a user-friendly, responsive UI and solid 

security features. In the future, Pass Man will add browser extensions and a subscription-based 

model to reach more people and organisations, making it a complete digital security solution. 

Keywords: Saas-Based Password Management, Increasing Reliance, Multiple Platforms, Secure 

Environment, Security Layer, Comprehensive Digital Security 

1. Introduction 

Pass Man is a complete, very safe way to address the growing problem of managing 

digital credentials in a world where we rely on online platforms more and more every day. 

People use dozens of websites, apps, and services, each of which needs its own set of 

credentials [35]. This makes it much harder to remember and safely store these passwords. 

Many people adopt dangerous shortcuts, such as using the same password for multiple 

accounts, storing passwords in plain-text files, or relying solely on memory. This leads to 

bad security practices [57]. Pass Man is a reaction to these growing worries. It offers a 

robust, cloud-based system that keeps things easy to use without sacrificing security [50]. 

It uses modern encryption methods, lets users handle key management, and employs a 

zero-knowledge framework to ensure that confidential information remains secret at all 

times. The idea behind Pass Man is that consumers should have complete control over 

their credentials [60]. This is evident in the architecture, which features decentralised 

encryption and a highly secure infrastructure.  

As cyber threats evolve and attackers become better at exploiting weaknesses, the 

problem of keeping passwords safe has become increasingly important. As online services 
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grow rapidly, people often create many accounts on shopping sites, banking sites, social 

networks, professional tools, and amusement apps [43]. All of these services push or 

require you to make strong, complicated passwords. But people can only remember long, 

unique combinations for so long, especially when they have dozens or hundreds of 

accounts [53]. Because of this mental strain, many people use the same password across 

multiple services, making them easy targets for credential-stuffing attacks, in which 

hackers use a single leaked password to gain access to multiple accounts. Some people 

keep their passwords in unencrypted notes, browser autofill systems with inadequate 

protection, or on shared devices, which puts them at even more risk [38]. Even though they 

are helpful, many password managers still rely on centralised databases and a single 

master password, which makes them a single point of failure [49]. If a server hosting a 

password manager were to be compromised, or if an attacker were to guess or steal a user's 

master password, all stored credentials would be at risk [64]. These issues make it clear 

that we need to rethink password security to eliminate central vulnerabilities, give users 

greater autonomy, and ensure that no sensitive information is ever made public. 

Pass Man wants to fix these problems by using a zero-knowledge architecture that 

prevents even the service provider from seeing the encrypted contents of user data. Before 

being sent, all passwords stored in the system are encrypted on the user's device. This 

ensures that any data that passes through networks or is stored on cloud servers is 

absolutely unreadable without the decryption key, which only the user has [41]. The 

platform doesn't save a master password. Instead, each stored credential is encrypted with 

a different key automatically generated using secure cryptographic algorithms. Users 

receive these keys as downloadable image files containing encrypted keys. These keys can 

be saved safely offline [58]. This method eliminates the need for centralised secrets and 

significantly reduces the risks associated with master-password-based setups. Even if the 

server is hacked, the attackers would only have encrypted data, which means nothing 

without the key pictures [54]. Pass Man decentralises password management and makes 

it more user-controlled with this architecture. This takes the trust weight off of service 

providers.  

Pass Man is created with a well-structured mix of modern web technologies to keep 

the system safe and easy to use [52]. Flask is a lightweight yet robust framework that 

enables scalable SaaS deployments. It is used to build the backend. The frontend uses 

HTML, CSS, and JavaScript to build a responsive, easy-to-use interface. Users can quickly 

add, view, modify, and manage their stored passwords [34]. Every time you use the 

system, it is carefully built to keep it safe without making it too complicated. For example, 

when a user creates a new password entry, the system immediately generates a unique 

encryption key, encrypts the password on the client side, and generates a key file that can 

be downloaded as a picture. This lets consumers keep the keys in their own hands, 

improving both privacy and security [63]. Pass Man requires users to upload the correct 

key image for verification when changing an existing password. This makes sure that only 

the rightful owner can change or decrypt the information [44]. This approach adds an extra 

degree of security by not relying only on session or user credentials, which can be 

dangerous.  

Pass Man's area of expertise is directly related to cybersecurity and cloud-based SaaS 

systems [48]. It connects powerful cryptographic technologies with the deployment of 

modern applications. Cybersecurity is now a crucial part of technology, as threats are 

constantly evolving and new weaknesses emerge as digital systems grow. Pass Man adds 

to this field by going beyond traditional password managers and creating a model that 

focuses on decentralisation and user control. Pass Man is a cloud-based solution that works 

on all devices and keeps all critical actions local to the user's environment, using industry-

standard encryption [39]. The system stays strong even as more people use it because it 

has cryptographic tools, secure communication protocols, and infrastructure that can grow 

with the user base [59]. This means that Pass Man is not just good for personal use, but can 
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also be used in professional and business settings that need a dependable way to maintain 

credentials without relying solely on centralised trust mechanisms.  

Pass Man has many levels of design, implementation, and potential growth. The 

foundation is to build a platform that is safe, scalable, and easy to use for people with 

varying levels of technical skill [45]. The system has all the basic features it needs, such as 

making passwords, editing securely, storing files in an encrypted way, and letting you 

view them from many devices. Every operation uses advanced security measures to ensure 

users have full control over their data [36]. The platform's unique key-based encryption 

mechanism lets users handle passwords in a way that makes it much less likely that they 

will be compromised. Also, the zero-knowledge design ensures that the service provider 

can't see the contents of users' stored credentials, thereby strengthening privacy and 

confidence [61].  

In addition to its fundamental features, Pass Man's scope includes future 

improvements that will make the platform completer and more useful [47]. Plans include 

adding subscription-based access levels that let enterprise users access premium services, 

including more storage space, priority assistance, team-based credential sharing with 

secure key-exchange methods, and enhanced audit tracking [65]. Another important step 

in the future is the creation of browser extensions for popular browsers that let users easily 

access their encrypted credentials while browsing the web [42]. This would let people 

submit their credentials safely without showing their plain passwords in the browser. 

Also, there are plans for mobile apps for Android and iOS to make it easier for more people 

to use and make everyday password management responsibilities even easier [55]. These 

additions will make Pass Man a complete password management solution that works for 

people, families, teams, and businesses.  

The main goal of Pass Man is to provide consumers with full control over their digital 

identities. Pass Man makes password security clearer and more reliable by replacing 

centralised master-password systems with distributed key-based encryption [40]. It strikes 

a balance between robust encryption and ease of use, addressing problems with current 

password managers and introducing new ways to manage keys securely [56]. As cyber 

risks become increasingly complex, systems like Pass Man will be crucial for keeping users 

safe from unauthorised access, data breaches, and identity theft [51]. The project not only 

provides consumers with an instant benefit by securely storing their credentials but also 

lays the groundwork for future improvements in a self-sovereign security architecture, 

where users are the sole owners of their digital information.  

Pass Man is a smart, forward-thinking approach to cybersecurity challenges. It 

provides a practical solution that protects privacy, enhances security, and provides users 

with a trusted platform [37]. The system imagines a safer digital world where users can 

confidently manage their online presence without always fearing that their passwords will 

be stolen [46]. It does this by combining encryption, decentralisation, and cloud-based 

access. Pass Man aims to be a long-term solution for safe credential management by 

continually improving and adding platforms and capabilities [62]. 

2. Methodology 

The development of Pass Man follows a disciplined process that focuses on security, 

ease of use, and the flexibility to grow [67]. At first, requirements were collected by looking 

at how existing password management systems worked and what they couldn't do. The 

system architecture was built to support end-to-end encryption, the zero-knowledge 

principle, and the generation of keys for each user [68]. HTML, CSS, JavaScript, and Lottie 

animations were used to make the UI responsive and fun to use. Flask was the backend 

framework that handled routing, encryption, and database management [66]. At every 

step, testing was conducted to ensure that the encryption and keys were correct and that 
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the user experience was good. The final rollout will use cloud-based hosting systems to 

ensure reliable SaaS delivery.  

Literature Survey  

Password managers are well-known for improving personal and business 

cybersecurity by enabling people to save, retrieve, and manage strong passwords without 

having to remember them [4]. But they also come with some hazards that need to be 

recognised, such as reliance on a single master password or a centralised vault that could 

become a single point of failure if it is compromised [16]. A lot of breaches happen because 

users don't know how to apply secure procedures, such as creating strong master keys or 

enabling extra protections. Studies show that these problems can be addressed by using 

local encryption, requiring stronger authentication, and giving users greater control over 

their stored data [29]. The entire security model of password managers improves 

significantly when they encourage people to use them correctly and provide technical tools 

to protect themselves.  

Zero-knowledge protocols have become a key part of how safe password 

management and cloud security systems are changing [20]. These protocols guarantee that 

users can verify their identity or decrypt their data without ever giving the server access 

to the underlying data. This makes cloud-based services far more trustworthy. Users can 

maintain their privacy even when using third-party infrastructure, since cryptographic 

proofs keep sensitive information separate [7]. This solution prevents administrators or 

attackers with access to the server from viewing private information and ensures that 

server-side protection mechanisms are not the only tools required. Adding zero-

knowledge workflows to password managers makes them harder to attack, reduces the 

value of stolen datasets, and aligns with modern ideas of user-controlled security [25]. 

These technologies are a safer, more reliable way to manage digital credentials in the cloud. 

People are also paying more attention to image-based encryption key files as a new 

way to improve data access security. This approach doesn't rely solely on text-based 

master keys [3]. Instead, it embeds encryption information directly in image files, making 

the keys easier to move and harder to hack. Image-based keys can provide strong entropy 

and be safely stored offline, offering users an extra layer of protection against brute-force 

attacks and unauthorised access. Attackers find it very hard to guess or recreate key images 

since they are so random [15]. This method not only makes things safer but also makes 

things easier for consumers, as they can save keys on external storage devices or even print 

them [28]. Image-based key systems can improve the security of authentication processes 

by combining strong cryptography with ease of use.  

When you compare popular SaaS password managers like LastPass, Bitwarden, and 

Dashlane, you can see what they do well and where they fall short. These systems are 

popular with a wide range of users because they can scale on the cloud, sync easily, and 

get regular upgrades [10]. But their centralised storage architecture creates significant 

security holes, since breaches in the server environment could allow thieves to access 

encrypted vaults [24]. Even if these corporations use sophisticated encryption, there is 

always a possibility of a large-scale breach in any centralised system. Assessing their 

security frameworks helps pinpoint essential areas for improvement, including greater 

decentralisation, stronger client-side encryption, and greater transparency [19]. Knowing 

the pros and cons of these popular systems can help developers build new password 

managers that focus on more decentralised, user-centred approaches to securing users.  

Building password management platforms with Flask demonstrates how 

lightweight, modular web frameworks can be used to build sophisticated cybersecurity 

apps that perform well [1]. Flask is a great choice for designing systems that require robust 

encryption, user authentication, and secure interfaces, as it offers straightforward routing, 

a flexible architecture, and support for custom security modules. Developers can add their 

own cryptographic logic directly into the program, ensuring that important tasks are 
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completed quickly and correctly [30]. Flask's design encourages high performance and low 

latency, both of which are important for managing passwords in real time. Because it can 

be extended, it works well with databases, front-end components, and cloud environments 

[13]. These features work together to enable applications that can grow, be safe, and be 

easy to keep up with and upgrade. The framework's clarity also reduces the likelihood that 

developers will make mistakes, making the system more reliable overall.  

AES and RSA encryption methods are very important for protecting passwords 

while they are stored and transferred. AES is a strong symmetric encryption algorithm that 

is well-suited for securely storing passwords. RSA adds an asymmetric layer that is good 

for safely exchanging and verifying keys [8]. When used together, these algorithms create 

a strong cryptographic environment that can protect against common threats such as man-

in-the-middle attacks and attempts to steal data during communication [23]. This tiered 

technique ensures that even if a database is hacked, the information exposed remains 

unintelligible without the correct decryption keys. When used correctly, AES and RSA 

help keep data private, safe, and secure throughout its handling [17]. Because they are 

mathematically strong, they are a very dependable choice for modern cybersecurity 

applications.  

Client-side encryption is a major step forward in protecting user data in SaaS 

systems. Systems eliminate the risk of server-side exposure by encrypting data in the user's 

browser before sending it [5]. This method gives users complete control over their private 

information, so administrators, service providers, or attackers can't get to unencrypted 

content [33]. It greatly reduces the risk of data breaches because compromised servers or 

intercepted network traffic only reveal unreadable ciphertext. Client-side encryption 

aligns with current privacy regulations and builds user confidence [21]. This makes it 

especially beneficial for password management systems that keep very sensitive 

information. Its use signals a shift towards more open security paradigms that give users 

greater influence.  

Animated microinteractions are becoming increasingly useful for improving 

password management services for users without compromising overall security. These 

modest, deliberate animations help users follow safe workflows by making processes 

clearer during encryption, storage, and authentication [11]. Micro interactions help make 

interfaces easier to use, which lowers the number of mistakes users make. Mistakes are one 

of the main causes of security holes [32]. They can simplify complex tasks, provide 

feedback, and help people better understand, especially when dealing with encrypted 

tasks. Even if these animations look nice, they don't interfere with cryptographic 

procedures or weaken the security protections already in place [18]. Instead, they make 

systems that require a lot of precision easier to operate, making secure practices easier to 

understand and less scary for regular people.  

Two-factor authentication remains an important way to improve the security of 

password managers and greatly reduce the risk of account hijacking [9]. The system makes 

it very hard for anyone who doesn't have permission to get in, even if they have a 

password, by requiring users to prove their identity with a second factor, such as OTPs, 

authenticator applications, or hardware tokens. Adding 2FA to password managers makes 

vault access, synchronisation, and sensitive activities even safer [26]. Studies regularly 

demonstrate that 2FA significantly reduces the likelihood of successful attacks by 

preventing attackers from relying solely on compromised credentials. Two-factor 

authentication is an element of a layered security paradigm that makes systems more 

resistant to phishing, credential stuffing, and brute-force attacks [14]. This makes 

password management systems more reliable.  

Multi-tier SaaS architecture and pricing models are crucial for ensuring cybersecurity 

solutions last for a long time. Companies may meet a wide range of customer needs, from 

basic personal use to powerful enterprise-level functionality, by designing platforms with 



 162 
 

  
Central Asian Journal of Mathematical Theory and Computer Sciences 2026, 7(1), 157-172.     https://cajmtcs.centralasianstudies.org/index.php/CAJMTCS 

different subscription levels. This structure also ensures the business stays open by 

generating steady income to fund ongoing updates, security improvements, and customer 

support [22]. Smart pricing strategies strike a balance between making things easy to get 

and making money. This lets companies keep coming up with new ideas while keeping 

costs low [31]. Multi-tier designs enable providers to add premium features such as team 

vaults, audit logs, enhanced analytics, and priority support [2]. Such models allow 

cybersecurity SaaS firms to compete in a competitive market while ensuring that all users 

can still access the basic security services they need. This builds confidence and encourages 

long-term use.  

The literature review examines studies on password management, cybersecurity, 

and SaaS systems that employ encryption [12]. It looks at current password managers, 

zero-knowledge security models, client-side encryption methods, and cloud-based SaaS 

designs. These studies show how important it is to decentralise credential storage, give 

users greater control through encryption, and improve security with two-factor 

authentication and scalable SaaS models [6]. The survey lays the groundwork for Pass Man 

by identifying gaps in existing systems and confirming the need for a password 

management platform that is safe and user-focused [27].  

Project Description  

Existing System  

The current system includes the Pass Man SaaS project, a password management 

platform that lets users securely store and protect their credentials [84]. The system has a 

landing page with easy-to-use navigation and animations. It was built with HTML, CSS, 

and JavaScript, all of which are used in Flask templates [72]. It checks that users are who 

they say they are when they log in or sign up. Users can add, read, update, and delete 

encrypted passwords from the dashboard. A unique key picture encryption technology 

keeps passwords safe by allowing users to upload an image key to unlock them [78]. 

Flask's url_for() handles static files, including CSS, JS, and images. There are security 

features, including a zero-knowledge architecture and end-to-end encryption.  

 Proposed System  

The suggested solution intends to augment the existing Pass Man password manager 

by improving the user experience and strengthening security [82]. The system will 

incorporate multi-factor authentication (MFA) to enhance login protection. The password 

management dashboard will offer additional capabilities, such as password-strength 

indicators and auto-generated passwords for users. A more powerful encryption 

technique will replace the current method for greater security. The system will also include 

cloud storage, so you can easily access it from any device and sync it in real time [75]. 

Regular security assessments will be conducted to ensure the platform remains secure and 

up to date with industry standards, providing comprehensive data protection.  

 General Architecture  

                                                                   

Figure 1. Pass Man Architecture Diagram 
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 The Pass Man system runs in the user's browser and features a clean, responsive 

web interface built with HTML5, CSS3, and JavaScript [79]. The frontend is responsible for 

collecting user input, displaying data, and performing initial client-side encryption. It uses 

Lottie animations to make transitions seamless, thereby improving the user experience. 

The Flask web app sits between the client and the database [74]. It receives requests from 

the client and handles them. This comprises managing authentication, encrypting and 

decrypting passwords, and saving encrypted passwords in the database. The backend 

functionality of the Flask app is written in Python, ensuring that data is handled safely. 

Flask also keeps track of user sessions and requests, ensuring that only authorised users 

can see or change their data. The encryption/decryption layer is a very important part of 

the architecture. This makes sure that all user data is safe before it is sent to the database. 

When someone adds a new password, the system makes a unique encryption key and 

saves it as a key image, which is a downloadable image that contains the key (Figure 1).  

The Advanced Encryption Standard (AES) encrypts the password and saves it in the 

database in that form. Users must upload the correct key image to view or change their 

password. The machine then uses the right key to decrypt the password [76]. The database 

stores encrypted passwords along with other information about each password, such as 

its name, creation date, and user ID. The real password data is never saved in plain text, 

which keeps it very safe. SQLite is utilised initially; however, the intention is to switch to 

PostgreSQL for larger user bases [69]. The database only keeps encrypted passwords and 

keys, so no private information is exposed. The system uses a zero-knowledge architecture, 

meaning that even the server can't decode user data without the correct key. This keeps 

users' data safe and private because the server never sees passwords in plain text [83]. In 

short, the Pass Man system architecture focuses on strong data protection through client-

side encryption, secure backend management, and a zero-knowledge design, all while 

providing a seamless user experience. 

Design Phase  

The Design Phase of the Pass Man system is all about turning the project's needs into 

a well-organised, safe, and easy-to-use app. This step includes UI/UX design, security 

protocols, system architecture, and database schema design [80]. It ensures the solution 

meets both functional and non-functional needs. The goal of the user interface design is to 

make it straightforward to use. The landing site has a modern, dynamic design with nice 

animations. It was made with HTML5, CSS3, and JavaScript. The user flow is simple, 

making it easy for people to join up, log in, and change their passwords. The hero section 

on the landing page highlights the system's features and benefits, while the how it works 

section walks consumers through the process [71]. The dashboard is meant to be clean and 

provide easy-to-use tools for adding, viewing, editing, and deleting passwords. The Pass 

Man system's encryption architecture demonstrates that security is very important.  

Before being saved, each password is encrypted with AES. Users can download a 

key picture that hides the encryption key. This ensures the data is safe even if the server is 

hacked. The system requires the user to upload the correct key image to decrypt the 

password. This design is based on a zero-knowledge architecture, meaning only the user 

can see their passwords. The database schema is made to keep encrypted passwords safe 

[73]. It has tables for users, encrypted passwords, and metadata. The server does not keep 

any unencrypted versions of passwords; only encrypted ones. Two-factor authentication 

(2FA) for secure login and CSRF protection for form submissions are two further security 

features that keep user sessions safe [77]. In general, the design ensures that Pass Man is 

very safe and easy to use.  
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Workflow Diagram  

 

Figure 2. Workflow for Pass Man 

  

The Pass Man workflow graphic shows consumers the safe actions they need to take 

to manage their passwords. The process begins by either logging in or signing up, then 

goes to the User Dashboard. Users can then add, view, change, or remove passwords [70]. 

When you add a password, a unique encryption key is produced and stored in an image 

that you can download. Users must upload the correct key image to decrypt their data and 

view or change it [81]. All password operations use client-side encryption to keep data safe 

and follow a rigorous zero-knowledge policy, meaning the server never sees plaintext data 

(Figure 2).  

Module Description  

Data Collection  

 In the Pass Man project, data collection means safely gathering information about 

users, like their email address, password (which is encrypted), and the encryption key 

when they sign up and maintain their passwords. No plaintext password data is ever 

gathered or retained [86]. The user's input is instead encrypted on the client side before 

being stored in the database. This ensures the system remains zero-knowledge, meaning 

even the server can't see private information [92]. Data gathering also occurs when users 

upload their encryption key pictures to decode saved passwords for viewing or editing. 

SSL protocols protect all actions to stop data from leaking or being intercepted while it is 

being sent.  

 Data Preprocessing  

In this system, data preprocessing involves checking user inputs for errors before 

they are encrypted and stored [89]. This includes cleaning up email addresses, testing 

password strength, and ensuring that submitted images of encryption keys meet certain 

security requirements. Before being stored in the database, passwords are encrypted with 

cryptographic techniques. This makes sure that critical information is not stored in a way 

that can be read. Preprocessing additionally checks that session authentication and CSRF 

protection are working when forms are submitted [91]. This step is very important to keep 

bad inputs like SQL injections and XSS attacks from happening and to make sure that 

encryption and decryption go well.  
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Encryption Key Management  

Pass Man's main module is "Encryption Key Management," not "Model Building." A 

different key is hidden in each image file that encrypts each password. When the user 

makes a password, the system makes the key and lets them download it. The server keeps 

the encrypted password, not the key itself [88]. This decentralised encryption ensures that 

only the person with the correct key can access or change the password. This greatly 

increases security and privacy for users.  

Secure Operations  

In place of "Callbacks," the Pass Man project implements Secure Operations [90]. The 

system needs an image key to decrypt and check credentials when users try to view, edit, 

or delete a password. This is a safe checkpoint that ensures only authorised users can 

access or change sensitive data [85]. This phase includes secure session handling, email 

verification using one-time passwords (OTP), and encrypted server responses. These 

layers of checks make Pass Man robust against unauthorised access and data breaches.  

System Workflow and Authentication  

The last module, which replaces "Model Training," focuses on the System Workflow 

and Authentication. Users sign up, make strong master passwords, and then upload 

encrypted data to the system. The authentication method ensures that only registered 

users can access their vaults when they log in [87]. You can only decrypt passwords if you 

provide the right key image. Each time you change a password, a new encryption key is 

created, which keeps security levels quite high [93]. Flask sessions keep track of who is 

logged in, and CSRF tokens (planned) will make data uploads even safer. 

3. Results and Discussions 

Efficiency of the Proposed System  

 For a safe, dependable, and seamless user experience, the Pass Man password 

management system must be highly efficient [97]. This is especially true given that current 

apps require quick, efficient services. The suggested solution is designed to be both useful 

and secure, so that password management can be done quickly while still keeping data 

safe. The speed of encryption and decryption is one of the most important measures of 

how well the suggested system works. Pass Man encrypts passwords on the user's 

computer before sending them to the server [95]. This is called client-side encryption. Not 

only does this technology reduce the load on the server, but it also speeds up encryption 

by processing data directly on the user's device. The decryption process is also quick 

because it only occurs after the correct key image is provided. This ensures the procedure 

stays quick without compromising security. Pass Man also strikes a balance between 

computational performance and rigorous encryption standards by using AES, a fast and 

reliable encryption algorithm. The way data is stored is another important component in 

how well the system works.  

The database does not save user passwords in plain text. Instead, they are securely 

encrypted and stored. This strategy lowers the risk of data breaches and makes it easier to 

handle sensitive information. Also, Pass Man's zero-knowledge architecture means that 

the server doesn't have access to any user data [98]. This makes the system more secure 

while keeping it small and quick. The multi-device synchronisation feature also lets users 

easily access their encrypted passwords on all of their devices. This syncing is meant to 

work well, such that password changes are replicated across platforms virtually quickly, 

with little lag [96]. In conclusion, the Pass Man system is quite good at encrypting, 

decrypting, storing, and syncing data. It works quickly without sacrificing security or the 

user experience. 
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Comparison of Existing and Proposed Systems  

It is important to compare the current password management methods with the 

proposed system when judging how well and how efficiently they work [94]. Pass Man is 

a new password management system that leverages advanced features, technologies, and 

methods to address some of the problems with older systems. Below is a full comparison 

of the two systems across many dimensions.  

• Security and Encryption: Most password managers encrypt passwords using secure 

techniques like AES or RSA and store them on servers. Most of the time, these systems 

employ the user's master password to decrypt. But these methods have several 

problems:  

• Centralised Key Storage: In many systems, the server stores the encryption keys. If the 

server is hacked, this can be dangerous.  

• Weaknesses in the Master Password: If an attacker has the master password, they can 

decrypt all stored credentials. The master password can be obtained through phishing, 

brute-force attacks, and server breaches.  

• Proposed System (Pass Man): Pass Man uses client-side encryption and a zero-

knowledge architecture to encrypt data more effectively.  

• Unique Key for Each Password: Each password is encrypted with a different key, 

which is saved as an image that can be downloaded. This means that no one without 

the key image can decrypt the password. 

• End-to-End Encryption: Passwords are encrypted on the client side, and the server 

never sees the encrypted data. Only the person with the correct key image can unlock 

their passwords.  

• Zero-Knowledge Architecture: The server can't even see the encryption keys or 

plaintext passwords, so the data stays completely private and safe.  

• Server Access: Server-side storage means that even when user data is encrypted, 

system administrators or hackers can still access it.  

• Data Breaches: If data is stored in a single location, it can make it a target, even if it is 

encrypted.  

• Proposed System (Pass Man): Pass Man has a zero-knowledge design, meaning the 

system can't access user data. Before being sent to the server, the passwords are 

encrypted.  

• They can only be decrypted on the user's device, so even if the server is hacked, no 

password information can be revealed. This makes users feel more secure about the 

system and their privacy.  

• Dependency on a Master Password: Many users find it hard to remember their master 

password, especially if they have weak memory or a tendency to forget.  

• UI Overload: When there are too many features on the dashboard, users often find the 

interface too busy.  

• Proposed System (Pass Man): Pass Man makes things easier for users by providing a 

modern, easy-to-use interface that reduces complexity.  

• The system provides clear instructions for storing, retrieving, and updating 

passwords, so users don't have to remember a complicated master password.  

• Instead, users can focus on their encrypted credentials, and the system ensures the 

decryption key is securely stored as an image that is easy to download and manage. 

4. Conclusion 

In conclusion, the Pass Man system is a significant step forward in password 

management because it is safer, more private, and easier to use than other systems. Pass 
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Man keeps sensitive user data safe from server breaches by using client-side encryption, a 

zero-knowledge architecture, and unique key pictures to decrypt passwords. The system 

is easy to use for both individuals and teams thanks to its intuitive design, device syncing, 

and simple recovery options. Pass Man is also a good solution for long-term use because 

it can grow and is cost-effective. Overall, it offers a strong, easy-to-use solution to the 

mounting problems of password security in today's digital world. In the future, Pass Man 

will switch to a subscription-based model with flexible options, including Basic (Free), Pro, 

and Premium. This will help the platform develop while letting users pick features that 

work for them. Also, browser add-ons for Chrome, Firefox, and Edge will be made to make 

it easy to fill out forms and sync passwords across devices. These add-ons will improve 

the user experience by making it easier to manage passwords in the browser, making it 

easier to use, and ensuring that Pass Man remains the best way to store passwords across 

multiple devices securely.  
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