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Abstract: Honeypots are strong cybersecurity tools that are meant to draw in and study bad
behaviour in a safe and regulated setting. This study shows how to set up a low-risk honeypot
system using Kali Linux, Oracle VirtualBox, and Python to watch for, record, and analyse possible
cyberattacks. The system combines scripted interactions and automatic logging to mimic weak
services. This lets it gather extensive information on unauthorised login attempts, port scanning,
and attacks that leverage exploits. When you run everything in a virtualised environment, it makes
sure that everything is well-isolated, keeps things from being accidentally exposed, and lets you
keep an eye on things in real time without hurting the host environment. After data is collected,
Python-based methods for analysing and visualising it are used to find patterns in attacks, trends
in behaviour, and possible new threats. The results show that lightweight, scripting-based
honeypots are a good way to raise security awareness and find threats early on because they are
cheap, easy to maintain, and effective. This method shows that even simple honeypots can greatly
improve defensive capabilities by giving information about how attackers act and making the entire
cybersecurity posture stronger.

Keywords: Honeypots, Cybersecurity, Malicious Activities, Automated Logging, Minimise Risks,
Visualisation Techniques, Threat Detection Platform.

1. Introduction

Deep learning and machine learning have made great strides in visual recognition,
and classifying dog breeds has become an important test in this area. It is a fine-grained
picture classification problem since many dog breeds have very small visual distinctions
that make it hard to tell them apart. On the other hand, individual pictures of the same
breed can have very different postures, angles, lighting, occlusion, or backgrounds [25].
This combination of low inter-class variance and high intra-class variance makes it hard
for even experienced people to tell different dog breeds apart. This makes it a great test
case for checking how well modern deep learning models work and how well they can
generalise. It gets much harder when you have to deal with real-world pictures taken with
mobile phones or from different places, where blurry images, shadows, partial vision, or
messy settings might make it harder to classify them [33]. At the same time, this duty has
become much more useful in real life. Correctly identifying a dog's breed helps with
finding lost pets, diagnosing illnesses in animals, investigating crimes, and keeping track
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of animals in shelters. Based on these variables, it is vital to create an efficient and reliable
model that can reliably classify dog breeds while yet being able to run quickly [40]. The
project employs deep learning and transfer learning methodologies, opting for
MobileNetV2 as the principal architecture because of its compactness, computational
efficiency, and compatibility with deployment on resource-limited devices and real-time
applications.

The main issue this paper deals with is how hard it is to accurately identify dog
breeds from pictures taken in different situations. There are more than 120 breeds to sort
through, and many of them have similar physical traits. This makes the job much harder
than just recognising images of things like vehicles or fruits [28]. Even among the same
breed, pictures can look very different based on things like grooming style, age, hair colour
changes, camera angle, and whether the dog is sitting, standing, or turning away. External
elements make things much more complicated, such as changes in lighting, shadows,
background environments, impediments, and image quality [36]. If the model hasn't been
trained on a dataset that is diverse enough or if the architecture can't tell the difference
between subtle visual cues, these issues can make classification models less accurate.

Also, most current deep learning solutions are made for high-performance hardware
like GPUs and may not work well on mobile devices or embedded systems [43]. Real-
world uses like apps for identifying pets, mobile veterinary tools, or systems for rescuing
animals need a model that is not only accurate but also easy to use and works well in low-
power settings. The goal of the project is to create a strong model that works well with
different datasets and in real-world situations, but is still efficient enough to be used on
portable devices [23]. The main purpose of the project is to create and build a scalable,
high-performance system that can accurately categorise dog breeds from pictures. The
model is based on deep learning, and transfer learning makes use of the best parts of neural
networks that have already been trained. Transfer learning is quite helpful because it takes
millions of photos and a lot of computing resources to train a convolutional neural network
from scratch. The method benefits from pre-learnt features that capture universal visual
patterns, including edges, textures, and shapes, by utilising a model like MobileNetV2 that
has already been trained on a big, diverse dataset like ImageNet. These qualities can then
be fine-tuned to work precisely for figuring out what breed of dog you have. We chose
MobileNetV2 since it was made to be lightweight, speedy, and use memory very efficiently
[31]. This makes it great for real-time applications and mobile deployment, yet it still works
well for classification jobs. To make the model even more particular, we replace existing
classification layers with new layers that were trained only on dog breed labels. This makes
sure that the output matches the number of categories in the dataset.

The dataset is very important for making a good and trustworthy classifier. The
project leverages the Kaggle Dog Breed Identification dataset, which has over 20,000
annotated pictures of dogs from 120 different breeds. The dataset is well-organised,
containing images of different quality, backgrounds, and resolutions. This makes it a good
choice for training a model that needs to work in real-world situations [29]. Before training,
the dataset goes through procedures including resizing, normalising, and adding more
data. Rotation, zooming, flipping, colour shifts, and brightness alterations are all examples
of augmentation techniques that add variety to the training set [37]. This technique makes
the model stronger and less likely to overfit by making sure it learns to distinguish breeds
under diverse visual circumstances. The dataset is divided into training, validation, and
test sets to see how well the model generalises and make sure it doesn't just memorise
patterns but actually learns traits that are distinct to each breed.

To make the model work better, the training process uses a number of optimisation
methods [42]. During training, we use metrics like accuracy, precision, recall, and F1-score
to see how well we're doing. These parameters are very important for multi-class
classification tasks, especially when some breeds don't show up as often in the dataset,
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which could cause class imbalance. Learning rate scheduling and early stopping are two
methods that assist keep the model from overfitting by limiting how long it trains and how
quickly it learns from mistakes [26]. Hyperparameter tweaking also makes things work
better by changing things like the batch size, learning rate, and dropout rate. The goal is to
find a compromise between the time it takes to train the model, the complexity of the
model, and its ability to make accurate predictions without producing overfitting or
underfitting [34]. Adding more layers or dropout can help generalisation, especially when
working with image data that is noisy or quite different from one another.

A big part of the project is making sure that the model can be used in real life. Many
apps need to be able to forecast things in real time, like a smartphone app for pet owners,
an animal shelter scanning new arrivals, or a veterinary clinic using breed identification to
figure out health risks. A big, computationally heavy model wouldn't work in these cases
[39]. MobileNetV2 tackles this problem by providing a fair compromise between speed
and accuracy, allowing inference on smartphones, tablets, and low-end GPUs without any
apparent lag [32]. MobileNetV2's small size also means it uses less memory and energy,
making it a good choice for edge computing scenarios where cloud access may be limited
or not accessible. As part of the project, an API or an interactive interface will be made that
lets users upload photos and get predictions with confidence scores. This will help with
deployment. This makes it easier to use and fits the model into real-world procedures.

The study is part of the larger fields of computer vision, deep learning, and fine-
grained picture classification [35]. It uses transfer learning ideas, which are often used to
speed up model training and make it function better with specialised datasets. The
experiment shows how transfer learning can cut down on training time and data needs
while still getting high accuracy by using a pre-trained CNN to identify dog breeds [24].
This method is very useful for tasks that require very little differences to be noticed when
manually created characteristics aren't enough. Newer CNN models, like MobileNetV2,
are more efficient and accurate than older ones. This makes the project more in line with
current deep learning research trends.

The project has a lot of different parts, including preparing the dataset, extracting
features, training the model, testing its performance, figuring out how it could be used in
the real world, and possible deployment options. The system is meant to sort 120 different
dog breeds, which means that the dataset needs to be handled carefully to keep the classes
balanced. The dataset has more than 20,000 photos, which makes it a good starting point
for training a strong model that can understand changes in lighting, posture, and
environment [30]. The initiative also stresses that the model should work on photographs
it hasn't seen before, which means it will still work when tested on new images. Using
MobileNetV?2 fits with the goal of being resource-efficient, which means it might be used
on mobile apps, vet clinic systems, embedded boards, and animal rescue platforms. The
model is small enough to work on devices with limited CPU or memory [41]. The project
also talks about problems like dataset noise, class imbalance, and model robustness, and it
solves them by using augmentation, assessment methodologies, and optimisation tactics.

In general, the goal of the research is to build a deep learning-based categorisation
system that can accurately and completely identify dog breeds and be used right away. It
uses transfer learning, MobileNetV2, and a huge, varied image dataset to give a useful and
effective answer to the problems of fine-grained dog breed categorisation [27]. The method
strikes a good mix between accuracy, speed, and generality, making it useful for both
research and real-world use [38]. The final system can work consistently in a variety of
scenarios because of rigorous dataset preparation, model optimisation, and attention to
real-world limitations. This allows for quick, accurate, and user-friendly predictions that
are useful for both professional and consumer use [44].
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Literature Survey

The enhancement of honeypot efficacy via the acquisition of brute-force assault logs
and augmented attacker surveillance signifies a significant progression in cybersecurity
research [3]. Researchers can look at how attackers act, what credential combinations they
like, and when they attack by making systems that keep track of large-scale fraudulent
login attempts. Getting more than 217,000 brute-force records gives you a lot of data to
work with when looking at threat trends, figuring out which services are most often
targeted, and learning how attackers automate password guessing. This kind of detailed
tracking also helps make detecting signatures and defensive tactics that are stronger [10].
Also, adding these features to a honeypot environment makes it possible to add more
features to watch how ransomware behaves, which lets researchers see how attackers carry
out payload-delivery stages. This work has a lot of potential, but future improvements
need to focus on making it easier to find current, sneaky malware families [22].

The Cowrie honeypot environment uses artificial intelligence to look at attack
patterns and help find threats in real time. This is a great example of how machine learning
and deception-based security can work together. The system can quickly find suspicious
activities and put them in the right category by using Al-driven classification techniques
to look at network connections and behaviour logs [6]. The Light-GBM model's
performance, with an accuracy of 99.20% and an F1-score of 99.80%, shows that it is good
at finding harmful patterns and reducing false positives and negatives. This level of
accuracy is very important for real-time defensive systems, as quick and accurate threat
detection has a direct effect on how well an event response works [16]. Compared to classic
static systems, Al-enabled honeypots like this one make detection much faster and smarter.
The results clearly support the idea of adding machine learning models to honeypot
architectures to make them more alert of threats and able to analyse data automatically.

Using GPT models to make terminal interactions seem real adds a complicated layer
of deceit to honeypot systems. Standard prepared responses don't always work like real
people do, which can make advanced attackers rapidly realise that the environment is a
honeypot. GPT-enhanced interaction generation helps fight this by making replies that are
dynamic and make sense in the context, just as those from real systems [1]. This level of
realism keeps attackers interested for longer, which means more and different types of
attack data are collected. It also helps find new ways to exploit and probe [14]. However,
the method has its limits; attackers that look for differences in system state or reaction time
may still be able to find the honeypot. So, more work needs to be done to make sure that
GPT-based interactions are still indistinguishable from real terminal behaviour. This will
maximise deception and improve the quality of the intelligence that is acquired.

Adding centralised logging and visualisation to the Cowrie SSH honeypot
architecture makes it much more useful for analysing large-scale attacks [9]. Researchers
can more readily spot attack patterns, link events, and find strange things happening in
dispersed environments by putting logs from several honeypot instances into one system
and using visualisation tools like OpenSearch dashboards. This kind of visualisation turns
raw log data into useful insights, which helps cybersecurity teams respond to incidents
faster and make decisions based on data [15]. The new design lets analysts keep track of
the order in which attackers act, see when they try to break in again, and find ports or
commands that are often used to get in [21]. It also helps with forensic analysis by giving
you clear, searchable event histories. In general, this change makes operations easier to see,
makes analysis more thorough, and makes honeypot deployments more effective, both on
their own and across the network.

The development of a graph-based analytical methodology for researching
cyberattacks and malware dissemination improves the research potential of honeypot data
by translating attack patterns into visual graph structures. Graph modelling makes it
possible to find connections between attacker IPs, commands that were run, vulnerabilities
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that were exploited, and network targets [12]. The technology can find hidden connections
and spot coordinated assault campaigns by turning event logs into image-based or node-
edge representations. This strategy improves threat intelligence by showing the main
nodes that are responsible for spreading malware or planning assaults. It also lets you see
attack vectors and figure out how bad software moves over networks. The methodology
dramatically increases the ability to find and respond to threats by finding patterns that
standard log analysis would not show. Graph-based methods like this provide a strong
analytical foundation that helps us understand complex cybersecurity risks better.

Using Apache Spark to process massive amounts of honeypot data shows how
important distributed computing is for dealing with large attack logs [18]. When
monitoring a lot of nodes or collecting attacks over long periods of time, traditional data-
processing methods sometimes have trouble handling honeypot datasets because of their
size, speed, and variety. Apache Spark lets analysts quickly and in parallel process huge
datasets, which makes it possible to spot threats almost in real time and do deep analytics
[5]. Researchers can use Spark's scalable design to find useful trends, sort attack kinds, and
find unusual events without slowing down the system. The results reveal that Spark
greatly increases the speed at which data can be processed and analysed, which helps find
cyber dangers quickly. This feature is especially useful for businesses who use high-
interaction honeypots or keep an eye on global attack traffic, where the amount of data
might grow to millions of records.

An important new idea in deception-based security is a dynamic honeypot system
that changes in real time to keep up with new attack trends [17]. Dynamic systems change
how they behave, what services they expose, and how much they engage with attackers
based on what they do. Traditional honeypots, on the other hand, use static setups. This
flexibility makes it less likely that attackers will be caught, but it also makes it more likely
that they will be able to carry out complex attacks that require vulnerability chaining or
probing [11]. The study reveals that dynamic honeypots are better at securing web apps
because they can change their surface-level weaknesses, act like different system states,
and respond to what an attacker wants. This leads to longer engagement and better threat
intelligence [20]. The system also improves its defences by learning from past attacks and
changing its settings to make them stronger. This adaptability makes dynamic honeypots
a great tool for fighting cyber threats that change quickly.

HonSSH and other honeypot settings can help us understand how different
architectural choices affect how well we can find attackers and how well we can interact
with them. For example, HonSSH lets you watch SSH sessions more closely by acting as
an intermediary layer between the attacker and the server. This lets you record
authentication attempts, instructions, and data transfers in great detail [7]. Assessing these
configurations aids in identifying which setups optimise intelligence gathering while
mitigating operational risk. The research shows that machine-learning models like
XGBoost can accurately detect threats when trained on data obtained from honeypots. This
shows that they are useful for analysing cyberattacks [19]. Researchers may make
honeypot settings that are more advanced and better suited to certain threat landscapes by
knowing the strengths and weaknesses of each variety. This will improve monitoring and
the overall security posture.

Adding honeypots to intrusion detection and prevention systems makes cloud
security more stronger by allowing active deception along with real-time defence
mechanisms [2]. Honeypots can draw in attackers and keep bad traffic away from
important infrastructure. IDPS components look at this traffic to find risks and stop bad
activity. This integrated technique makes a multi-layered security system where
honeypots serve as early warning systems and IDPS procedures help to reduce the risk
[19]. The research reveals that attack deflection makes cloud protection better since bad
actors waste time engaging with fake systems instead of actual assets. This makes the
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assault surface smaller and helps the organisation respond more quickly [8]. This kind of
integrated system is especially useful in scalable cloud systems where automated attacks
often target services that are open to the public.

Research examining the use of honeypots in cloud-based intrusion detection and
prevention underscores the necessity for ongoing upgrades and maintenance to ensure the
efficacy of these systems [13]. Attackers often change their approaches to get around old
honeypots or take advantage of misconfigurations in cloud environments that change
quickly. The results show that honeypots need to be updated with fresh signatures,
vulnerabilities, and behavioural patterns on a regular basis to stay convincing to hackers
[4]. The system can also react to new cyber threats, including new types of ransomware or
automated botnet scripts, thanks to constant monitoring and improvement. The study
emphasises the necessity of sustaining pertinent, current honeypot deployments to ensure
enduring detection reliability.

2. Methodology

The project uses an approach that focusses on setting up a low-risk honeypot in a
virtualised environment utilising Oracle VirtualBox and Kali Linux. A virtual machine is
set up to act like weak systems by employing bespoke Python scripts that act like open
ports and basic network services like SSH and HTTP. These scripts draw in attackers while
keeping track of things like timestamps, IP addresses, ports, and payloads [48]. We save
logs in JSON format and use Python modules like pandas, matplotlib, and seaborn to look
at them. The study finds important trends, such as the IPs of the top attackers, the ports
they target, and the patterns of attacks by hour. This lightweight, script-based method
makes sure that threats are monitored in real time in a safe, separate environment [59].
Project Description
Existing System

The current systems for classifying images and recognising faces frequently use old
machine learning techniques or deep learning models that don't work well with a lot of
different types of data. In the realm of content-based image retrieval (CBIR), particularly
for facial sketched-real image retrieval (FSRIR), existing systems have challenges in
addressing the substantial domain disparity between sketches and actual photos [52].
These constraints become more obvious when working with datasets that are either tiny
or not very diverse. When applied with different sorts of images and situations, existing
models typically don't give accurate results all the time. Also, it is still hard to work with
enormous image datasets in real time because it costs a lot of money and old retrieval
algorithms are not very good at it.

Proposed System

The suggested approach addresses the limitations of current methods by developing
the extended sketched-real image retrieval (ESRIR) dataset, which offers a novel solution
for sketched-real image retrieval [63]. The system uses advanced deep learning methods
like convolutional autoencoders, infogans, and vision transformers (ViTs) to improve
feature extraction and classification [55]. The suggested architecture is based on the
collaborative generative representation learning neural network (cgrl-nn) framework and
is made specifically for recognising faces. It has three primary parts: preprocessing images,
extracting features, and converting images to sketches. This integrated technique makes it
easy to map between the photo and sketch domains, which greatly improves the
performance of categorisation across datasets.

Standards and Policies

All logs are kept in a structured JSON format, which makes sure that they are
consistent, complete, and easy to analyse. The honeypot is ethical since it makes it plain
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that its objective is to be an instructional and research tool, not to capture or offend people
[51]. We only look at user activity and logs for defensive research and security training.
The system's responses are meant to be misleading but not harmful. They simulate how
things work in the actual world without letting people access important or sensitive
infrastructure [62]. The modular design also makes it possible to connect it to security
frameworks in the future, such firewalls and intrusion detection systems. This makes it a
flexible part of a wider cybersecurity plan. These rules make sure that the system is both
accountable and works well for what it was made to do. Safe coding guidelines for
modules that use sockets and threads [49]. Using JSON format with timestamps protects
the integrity of the logs. A separate space for testing so that it can't be used in the actual
world. By making sure the honeypot is only used for research and not for crime, it follows
ethical requirements for cybersecurity.

Proposed Work

The dog breed categorisation system is built on a pre-trained MobileNetV2 model
that was chosen because it strikes a good compromise between speed and accuracy. The
input layer is the first step in the pipeline. Here, each image is shrunk to 224x224 pixels
and normalised to make sure they are all the same size. You can also use data
augmentation methods like rotation, rotating, and zooming to make the model stronger
and less likely to overfit, especially when you have a small amount of data [58]. The image
is then sent through the mobilenetv2 model, which works as a fixed feature extractor. This
backbone has already been trained on the huge ImageNet dataset and can pick up on high-
level, rich features in input photos. To keep the learnt representations and avoid
overfitting, the layers of MobileNetV2 are frozen at first. The output from mobilenetv2 is
a multi-dimensional feature map that goes into a global average pooling layer. This
technique combines the feature map's spatial dimensions into one feature vector, which
cuts down on the number of parameters and makes it easier to generalise.

Then, the pooled feature vector goes through one or more fully connected (dense)
layers, which usually use ReLU activation functions. At this point, dropout layers can be
added to further protect against overfitting by randomly shutting off some neurones
during training [45]. There are as many output nodes in the final layer of the network as
there are dog breeds. This layer gives a probability distribution over all conceivable breeds,
and the model picks the breed with the highest predicted likelihood. You may also fine-
tune the model by unfreezing the top layers of mobilenetv2 and retraining it on the unique
dog breed dataset [64]. This will help the model learn more features that are specific to the
task. This architecture is light, can be scaled up or down, and can be used in real time on
mobile or edge devices.

Design Phase

The next step is to get data from a labelled dataset, such the Stanford Dogs dataset
or Kaggle's Dog Breed Identification dataset, and then clean it up [61]. This involves
cleaning the data, shrinking all photos to 224x224 pixels, normalising pixel values, and
using techniques like rotation, flipping, and zooming to make the model more general. We
choose Mobilenetv2 as the base model because it is fast and works well [50]. We use
transfer learning by loading its pre-trained weights from imagenet, taking out the last
classification layer, and adding our own layers, such as global average pooling, dense
layers with relu activation, dropout for regularisation, and a final softmax layer for breed
prediction.

The model is first trained by freezing MobilenetV2 and just training the top layers.
Then, to make it more accurate, some of the top layers can be unfreezed and fine-tuned.
We use metrics like accuracy, precision, recall, and F1-score, as well as confusion matrices,
to look at how well the system works for each class [54]. To get the model ready for use,
optimisation methods like quantisation or pruning are used, and the model is changed to
TensorFlow Lite or ONNX so that it can be used in mobile or web apps that can make
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decisions in real time. Finally, keeping an eye on the model all the time and retraining it
with new data every so often makes sure it stays accurate, flexible, and dependable in real-
world situations.

Workflow Diagram

Input Image
MobileNetV2

Feature Extraction

[ Dog Breed Prediction]

Figure 1. Workflow for dog breed classification.

The flowchart shows how a deep learning-based dog breed classification system
works. The procedure starts with the input image, which is preprocessed to make sure it
is the right size and format for the model [47]. After processing, the image is sent to
mobilenetv2, a small convolutional neural network that finds and encodes essential visual
patterns to extract features. A classifier, usually a deep neural network layer, takes these
extracted features and uses them to make a prediction about the dog's breed, based on
what it has learnt about the breed (Figure 1).

The UML class diagram for the dog breed categorisation project shows how the
system is set up by breaking it down into five main parts: data set loader, data
preprocessor, model builder, model trainer, and prediction-service. Each class has its own
important tasks that are part of the machine learning workflow [56]. These tasks include
loading and preparing image data, building and training a neural network model based
on mobilenetv2, and eventually making predictions on fresh photos. The picture shows
how data and control move between different classes. This promotes a modular,
manageable design that makes it easier to fix bugs, add features, and make the
categorisation system bigger [60].

The use case diagram for the dog breed classification system shows how people use
the program. It points out the main actor, who is the user, who does things like upload a
picture of a dog, start the breed categorisation process, and optionally receive the outcome
[53]. In response, the system does things like preprocessing the image, running a
mobilenetv2-based model to figure out the breed, and showing the predicted output. This
diagram does a great job of showing how the system works from the user's point of view,
giving a clear picture of how it is utilised.

Sequence Diagram
Dog Breed Classification

[ User ] [Preprocessing] [ Model

Upload image

Preprocess image

Classify image

Display prediction

[ Apen ] [ Imacss ] [ Classifier ]

Figure 2. Sequence diagram.
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The UML sequence diagram for the dog breed categorisation system shows how the
many parts of the prediction process work together in real time [57]. The user uploads an
image to start the process. The preprocessing module then takes care of it to make it ready
for analysis. A neural network based on MobilenetV2 gets the preprocessed image and
picks out important features and sorts the image [46]. The classifier component gets this
classification result, finishes the prediction, and sends the dog breed label back to the user.
The figure does a good job of showing the flow of messages step by step, showing how the
user interface and backend logic work together (Figure 2).

Module Description
Data Collection

We got our dataset for our dog breed classification research from Kaggle's well-
known dog breed identification competition. This dataset is great for supervised learning
problems that involve classifying photos because it include more than 20,000 pictures of
dogs from 120 different breeds [69]. In particular, the dataset has 10,222 labelled training
images and 10,357 unlabelled test photos. The images are all in JPEG format, and there is
a CSV file that goes with each one that has important metadata like image IDs and breed
labels. After we downloaded the dataset, either through Kaggle's API or by hand, we
carefully looked over the contents to make sure that the image files and their labels in the
CSV file matched up. Checking for duplicates, broken photos, and missing entries was part
of this stage. After checking the photos, we sorted them by breed label and divided the
dataset into three main parts: training, validation, and testing [74]. This separation is
necessary for accurately assessing model performance, reducing overfitting, and
extrapolating predictions to new data.

Data Preprocessing

Several preprocessing processes were taken to make the raw image data usable for
machine learning. For the model to work better, converge, and generalise, these changes
are very important [66]. To begin with, all of the photographs were downsized to a
common size of 224x224 pixels. This resizing makes sure that the model gets inputs of the
same size. This is important for convolutional neural networks (CNNs), which are very
sensitive to the shape of the input. After that, we made the pixel values in the image
normal. These numbers were originally between 0 and 255, however they were changed
to be between 0 and 1. Normalisation makes numbers more stable throughout training and
speeds up convergence [71].

The next step was to turn the picture data into tensors. Deep learning systems like
TensorFlow use tensors, which are multidimensional arrays, as their main data format [68].
They make calculations faster and work well with GPU acceleration. We next divided the
dataset into training, validation, and test sets so that we could systematically check how
well the model was learning and how well it was generalising. Lastly, we put the dataset
into groups of 32 photos. Batching speeds up training and uses less memory by letting the
model work with little amounts of data at a time [75]. This preprocessing workflow made
sure that our data was standardised and set up for learning in the best way possible.

Model Building

We used TensorFlow and TensorFlow Hub to build the categorisation model. These
tools are very helpful for deep learning workflows and models that have already been
trained. We chose MobileNetV2 as our basic architecture so that we could take advantage
of transfer learning [76]. Mobilenetv2 is a lightweight and efficient convolutional neural
network that has been trained on the ImageNet dataset. It has shown to be very good at
classifying images while using very little processing power. The model's input shape was
set to [None, 224, 224, 3], which means that it may take in any number of 224x224 RGB
photos. There were 120 units in the output layer, which was the same as the number of
dog breeds. The softmax activation function was employed to give each class a probability
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[72]. The feature extractor was MobileNetV2 with frozen weights, which meant that only
the last classification layer learnt breed-specific patterns during training. For multi-class
classification, we used the categorical cross-entropy loss function to put the model
together. The optimiser chosen was Adam, which is noted for being able to learn and train
deep neural networks quickly. We chose accuracy as our main way to judge how well the
model predicted the right dog breeds because it was a simple way to do so.

Callbacks

We added two important callbacks, Tensor Board and early halting, to make model
training even better. These tools assist keep track of how well training is going, stop
overfitting, and preserve computer resources. You can see metrics like training and
validation loss, accuracy, and learning curves via TensorBoard's graphical interface [67].
We utilised Tenso rBoard to keep an eye on how the model behaved throughout epochs
during training. This helped us find problems like overfitting, underfitting, and sluggish
convergence [98]. These visualisations were essential for fine-tuning our model and
tweaking hyperparameters as needed. Early stopping is a way to cease training if a
monitored metric, such validation loss, doesn't become better after a certain number of
epochs (called "patience"). This stops the model from training past the point of best
performance, which saves time and lowers the chance of overfitting [70]. With these
callbacks in place, we ensured our model struck a balance between effective learning and
high generalisation.

Model Training

We used the prepared training and validation datasets to train our dog breed
classification model for more than 40 epochs [97]. During each epoch, the model went
through the training data completely and changed its internal weights based on how
wrong its predictions were. At the same time, the model's performance on the validation
set was checked to make sure it was learning patterns that applied to more than just the
training data [65]. Throughout this process, TensorBoard was utilised to display and
analyse accuracy and loss patterns, providing insights into training progress. Early
stopping was used to end training when the validation loss stopped getting better. This
kept the model in its best condition and saved time by not having to do more work [73].
This kind of training not only made the process more efficient, but it also made sure that
the final model was strong and could correctly identify dog breeds from pictures it had
never seen before.

3. Results and Discussions

The suggested dog breed classification system has been thoroughly tested to make
sure it works well in the real world, balancing speed, accuracy, and resource use [84]. The
system is meant to give quick, accurate forecasts in real time. The system can process and
sort an image in less than two seconds on average. This makes it good for apps and web
services that need to make decisions quickly. A well-tuned model and fast image-
preprocessing algorithms work together to make this low latency possible.

Another important thing that affects how well the system works is how accurate it is
[80]. The program can correctly identify the breed of a dog in more than 90% of cases after
being trained on a huge, varied collection of dog photos. This high level of accuracy means
that the algorithm can confidently guess a dog's breed, even when the inputs are hard, like
pictures taken in bad light, from different perspectives, or of dogs of varied sizes [93]. The
system is also strong enough to work with different dog breeds, even those that look
identical, so it doesn't make mistakes based on little visual clues (Figure 3).
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Figure 3. Tensor board loss.

The system has been designed to utilise as few resources as possible, which makes it
easy to add more users as needed [82]. The steps for preparing an image, such as resizing,
normalising, and augmenting, are done to use as little memory and processing time as
possible. Also, the machine learning model is improved by using methods like model
quantisation and compression. These methods lower the requirement for powerful
computers while keeping the accuracy high. This means that the system can function well
on regular cloud servers and handle a lot of requests at once without losing a lot of
performance [91]. Scalability is another important part of how well the system works.

Comparison of Existing and Proposed Systems

Standard image classification models are often used in dog breed classification
systems, however they may not always be accurate, especially when the photographs are
taken in difficult situations like low light, obstructions, or different perspectives of the dog
[83]. These systems usually get middling accuracy rates (around 70% to 80%) since they
use simple convolutional neural networks (CNNSs) or pre-trained models that aren't fine-
tuned to recognise the many different types of dogs. The proposed system, on the other
hand, uses a more advanced deep learning method that uses fine-tuned CNNs trained on
a huge, varied set of dog photos. The suggested system is more than 90% accurate at
classifying breeds, which is a big improvement in accuracy. The technology can now tell
the difference between breeds that look similar, which lowers the chance of
misclassification [88]. The algorithm can also handle more difficult photos, like those with
changing illumination or taken from diverse perspectives. This makes predictions more
accurate over a wider variety of inputs.

Image Preprocessing and Model Optimisation

Most current systems only use basic picture preprocessing techniques, including
scaling and normalising, and don't use more complex approaches to deal with low-quality
photos [78]. This can make things worse, especially when working with photographs that
are noisy, deformed, or taken from an unusual perspective. The suggested approach fixes
these problems by adding a full picture preparation pipeline. Some of the steps in this
pipeline are:

. Image Augmentation (rotation, flipping, cropping) to make the model stronger.
. Normalisation: To make pixel values the same across diverse photos and make the
model work better.

The model has also been made more efficient in terms of resources by using methods
like model quantisation and compression, which cut down on computing costs without
losing accuracy [85]. The suggested system is faster and uses fewer resources than other
systems since it has this level of optimisation, which is not typical in other systems.

Central Asian Journal of Mathematical Theory and Computer Sciences 2026, 7(1), 133-150.  https://cajmtcs.centralasianstudies.org/index.php/CAJMTCS



144

Computational Efficiency and Speed

Traditional systems for classifying dog breeds sometimes have trouble with
efficiency, especially when it comes to how quickly they respond and how much
processing power they use [94]. These systems could use older, less optimised models that
need a lot of computing power, which makes processing slower and users have to wait
longer. The proposed system is built to work in real time. Using modern optimisation
methods like GPU acceleration, batch processing, and parallelisation, the system can sort
and process dog pictures in less than two seconds on average. Because it processes quickly,
the system can be used in mobile apps or live websites, where speed is important for
keeping users interested and happy [87]. The system can also dynamically distribute
resources based on demand because it uses cloud-based infrastructure. This means it can
handle a lot of requests without slowing down or losing performance.

Scalability And Load Handling

A big problem with a lot of the current dog breed classification methods is that they
don't work well when there are a lot of dogs. When there is a lot of traffic, like during
special events or marketing campaigns, existing systems may slow down or stop working,
which makes for a bad user experience [77]. The proposed system is designed to be able to
grow. The system can manage big spikes in traffic without slowing down by using cloud
computing and auto-scaling. The system stays responsive and stable even when it has to
handle requests from different parts of the world or process thousands of requests per
minute [95]. Load balancing makes ensuring that traffic is spread out equally between
servers, which lowers the chance of bottlenecks and keeps uptime and reliability high. The
system is also built to work with any device, so it works well on mobile, tablet, and desktop
computers without slowing down [89]. This versatility makes the system very scalable, so
it can work with users on multiple platforms while still giving them the same experience.

Resource Usage and Cost Efficiency

Existing methods for classifying dog breeds may need a lot of computing power,
especially when used on a large scale, which raises operational expenses. This is often
because of hefty, poorly optimised models and server infrastructures that don't work well
[81]. The suggested solution is cost-effective because it uses cloud-based services and
serverless designs that grow with demand. The solution works well on conventional cloud
servers because it uses model compression and quantisation to cut down on memory and
processing needs [96]. This makes deployment and maintenance costs far lower than older
systems that need high-end hardware and regular resource allocation [92]. By streamlining
the system's backend using serverless architecture, operational costs are also kept to a
minimum because resources are only used when they are needed, which means less
overhead during times of low demand.

User Experience and Interface

Many current systems have a bad user experience because they take too long to
respond, have hard-to-use interfaces, or are hard to get to. When users upload
photographs, they often have to wait, and the interfaces aren't always easy to use,
especially for people who don't know much about technology [79]. The suggested solution
puts user-centred design first by having an interface that is easy to understand and use
and performs well on both online and mobile platforms. Users get their results quickly
since the processing times are short, and the results are shown in a clear, attractive way.
The technology also gives consumers helpful feedback, including breed confidence scores,
which help them understand how accurate the forecast is [86]. The system's mobile-
friendly interface makes it easy for customers to upload pictures from their phones or
tablets, which makes the user experience even better.
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Error Handling and Robustness

When systems come across poor photos, including low-resolution or corrupted files,
they generally don't have strong error-handling capabilities, which can cause crashes or
wrong forecasts [90].

4. Conclusion

The suggested system for classifying dog breeds is better than current ones in terms
of accuracy, speed, and ability to grow. The system uses advanced deep learning methods
to classify breeds with more than 90% accuracy, even when conditions are hard. It's perfect
for real-time apps like mobile apps and websites because it can scale up or down based on
demand and processes data in less than two seconds. The system's cloud-based design
makes it cost-effective, and its easy-to-use interface and strong error handling make it easy
for users to utilise. Overall, the suggested approach is a reliable, fast, and easy way to
automatically identify dog breeds. It might be used on many pet-related platforms. The
current system for classifying dog breeds works well, but there are a few ways it could be
made even better to make it more useful and flexible. One of the main improvements is to
add more data to the dataset.

The system will be much better at classifying all types of dogs if it has a bigger, more
varied collection of breeds, especially rare and mixed breeds. Also, adding pictures from
different places and lighting conditions will make the system stronger and better able to
handle real-life situations. The ability to process video in real time is another important
improvement. The system is currently set up to work best with still images, but adding
support for live video feeds will make real-time breed classification possible in new ways.
This would be very helpful at pet events or security systems where you need to know what
kind of dog it is right away. The system could also be changed to work better in more
complicated situations. Right now, it does a good job of handling pictures of one dog at a
time, but it could be improved to correctly identify more than one dog in the same picture,
especially in busy or crowded places.

Making the system work better in low-light conditions, when the breed's features
might not be as clear, would also make it more reliable in a range of situations. Also,
making the site work better on mobile devices would be a very important improvement.
The current system can grow with demand, but making it work better on mobile devices
with less memory could make it easier for more people to utilise. This upgrade will ensure
the system runs properly even on devices with little computing power, thereby increasing
its reach. Expanding the system’s purview beyond dogs to include other animals, such as
cats, horses, and wildlife, could boost its utility. A cross-animal classification system would
make the technology suitable to a larger range of use cases, from wildlife monitoring to
detecting different species of pets.

Integrating a user feedback mechanism would also considerably improve the
system. Allowing users to submit input or rectify breed misidentifications would build a
self-learning system that continues to grow and refine its predictions over time.
Additionally, future versions of the system might interact with veterinarian databases or
pet adoption sites, offering not only breed categorisation but also health information, care
suggestions, and even referrals to adoption services. This would make the system much
more valuable for pet owners and animal shelters. Lastly, an upgraded model for properly
detecting mixed breeds might be built. Mixed breed identification is a tough problem, and
enhancing the system's capacity to categorise these dogs would boost its practical
relevance in real-world applications, such as pet adoption or veterinary care. By focusing
on these enhancements, the system can become even more adaptable and user-friendly,
making it a valuable tool in pet care, adoption, and veterinary services.
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