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Abstract: Android ransomware attacks are becoming more common, threatening user data and
privacy. Conventional antivirus systems struggle to identify these assaults, especially new or
undiscovered types, stressing the need for more advanced IDS. Our study uses machine learning to
create an Android IDS that can identify ransomware and other threats. The proposed IDS improves
Android device security by detecting advanced threats. By using machine learning methods like the
CatBoostClassifier, the IDS can adapt to changing ransomware threats and scan network data for
malicious patterns. To prevent developing ransomware assaults and secure user data and privacy,
this proactive strategy is essential. The method requires gathering and pre-processing Android
device network traffic data, selecting ransomware detection features, and training the machine
learning model. To ensure ransomware detection, the IDS is assessed using accuracy and false
positive rate. This IDS significantly improves Android device security and ransomware protection.
The IDS can protect Android user data and privacy by improving ransomware detection and
mitigation.

Keywords: Conventional Antivirus, Sophisticated Intrusion Detection Systems (IDS), Leveraging
Machine Learning, Ransomware Attacks, Employers Accessing

1. Introduction

Technology has changed communication, education, business, and healthcare.
People can gain new skills and make informed judgments because to the internet's global
connectivity. Businesses can now reach worldwide customers and operate 24/7 thanks to
e-commerce. Remote employment allows people to work from anywhere and companies
to access a global talent pool [1]. Technology also raises security, privacy, and digital
divide problems. Laws and programs promoting online safety and addressing the digital
gap address these challenges. No one is safe from cybercriminals' increasing techniques.
They utilize harmful software to steal private data and misuse or demand a ransom.
Statista estimates that 72% of organizations worldwide were affected by ransomware in
2023. It was the biggest number ever recorded, growing over five years. Since 2018, almost
50% of poll respondents said ransomware has harmed their companies [2-7].
Ransomware is malicious software that locks you out of your computer or files until you
pay a large amount. It works by encrypting files on a victim’s computer or network,
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making them unreadable, and requesting payment for the decryption key. A powerful
encryption method is used by ransomware to encrypt files on a computer, rendering them
unreadable without the decryption key [8-12].

The ransomware notifies the victim of the attack and provides instructions on how
to pay the ransom when the encryption procedure is finished. Ransomware attacks can be
very bad for both people and businesses. Victims may have to pay a ransom and face
financial losses, data loss, downtime, and reputational harm [13-19]. Attacks utilising
ransomware may have more general effects, such as upsetting vital infrastructure or
significant financial losses. Ransomware comes in various forms, such as file-encrypting
and locker ransomware, which prevents the victim from accessing their device. In
addition, several ransomware variations use doxing, threatening to release private data
until the ransom is paid [20-23]. Ransomware attacks are a big problem that is getting
worse for people, companies, and governments worldwide. Through preventive
measures against ransomware and efficient countermeasures during attacks, people and
institutions can lessen their vulnerability to this nasty virus. These include using secure
passwords, backing up key files regularly, updating software, and exercising caution
when opening email attachments or clicking links. Strong cybersecurity defences, such as
intrusion detection systems, firewalls, and antivirus software, must also be in place [24-
29]. To protect against ransomware attacks, it is essential to take several precautions.

To protect against ransomware attacks, preventive measures include using secure
passwords, backing up key files regularly, updating software, and exercising caution
when opening attachments. Strong cybersecurity defences, such as intrusion detection
systems, firewalls, and antivirus software, must also be in place. Machine learning is
crucial in identifying ransomware threats by analysing file access patterns, network
traffic, and user activity. This paper proposes an android ransomware classification model
using machine learning and the CatBoost Classifier model. The model’s robustness and
generalizability are enhanced by its built-in regularisation strategies [30-35].

The goal of developing the model is to detect and classify the ransomware. This
includes collecting and pre-processing data, selecting the necessary features, training, and
evaluating the performance. The paper aims to build a robust model to detect ransomware
attacks accurately. This will help with network security and reduce ransomware attacks.
Implementing this model in Android devices will enable real-time detection of
ransomware attacks and thus protect against incoming ransomware attacks [36-41].
Ransomware attacks on Android devices have escalated into a significant cybersecurity
concern, jeopardising user data and privacy. The existing antivirus solutions often fall
short of effectively identifying and mitigating these attacks due to the ever-changing
nature of ransomware and the intricate Android ecosystem. Consequently, an urgent need
is to create an advanced Intrusion Detection System (IDS) capable of accurately
distinguishing network traffic from Android devices as either ransomware or benign. This
IDS must detect and respond to ransomware threats in real-time, thereby fortifying
network security and safeguarding Android users against the severe consequences of
ransomware attacks. To address this challenge, the paper aims to leverage machine
learning techniques, specifically the CatBoostClassifier [42-49]. This approach is intended
to develop a robust and efficient IDS tailored for detecting ransomware on Android
devices. The paper aspires to contribute meaningfully to the cybersecurity landscape by
creating such a system. It seeks to offer a proactive solution to effectively combat the rising
ransomware threats targeting Android devices. This initiative aligns with the broader goal
of enhancing cybersecurity and protecting users’ digital assets from malicious attacks [50-
55].

Literature Review

This survey paper investigates the potential of data-driven techniques for
identifying malware threats in 6G networks, which represent the next generation of high-
speed, connected infrastructure. By examining recent research trends in network-based
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intrusion detection systems, the review emphasizes the role of data analysis in
recognizing network vulnerabilities. The paper assesses the strengths of various detection
approaches and highlights areas for improvement within current methodologies.
Ultimately, this exploration contributes to the understanding of how emerging data-
driven technologies can bolster the security framework of advanced 6G network
architectures, offering a foundation for continued research in secure 6G environments
[56].

A recent study explores the use of the Social Leopard Algorithm to create a
specialized intrusion detection honeypot designed for identifying lIoT ransomware
attacks. By tailoring the honeypot to detect malicious activity within IoT devices, the
research aims to reinforce cybersecurity within IoT environments [57]. This approach
demonstrates how bio-inspired algorithms can enhance threat detection by mirroring
natural predator-prey dynamics. This novel approach promises to improve response to
IoT ransomware, a growing concern as lIoT devices become more integrated into both
personal and industrial settings, demanding stronger protective measures to maintain
data integrity [58].

In another study, researchers implement transfer learning using the optimal ECOC-
SVM configuration to achieve vision-based malware detection. This methodology
leverages pre-existing knowledge within transfer learning to enhance detection accuracy
for vision-based malware, where visual signatures indicate potential threats [59]. The
study suggests that incorporating native instructions into this process could further boost
efficiency, particularly in detecting mobile ransomware. By improving detection speed
and accuracy, this approach provides a viable solution for the growing need to secure
mobile devices against ransomware and similar malicious threats through advanced
machine learning techniques [60].

An innovative neural network-based approach has been proposed to detect
cryptographic functions within malware, addressing the complexity of modern
encryption tactics used by malicious software. This methodology focuses on identifying
specific encryption patterns, enabling the detection of concealed or sophisticated malware
[61]. By refining the accuracy of malware classification, this research illustrates the
potential of neural networks to evolve with the increasing complexity of cryptographic
threats. The study's findings suggest that neural networks could play a key role in future
malware detection frameworks by recognizing advanced encryption methods [62].

In the field of document security, a study has examined the detection of unknown
malicious Microsoft Office documents through active learning methods that utilize
structural feature extraction. This innovative approach seeks to improve the identification
of potentially dangerous Office file formats by targeting specific structural markers
indicative of malicious activity [63]. By employing active learning, the system adapts to
new threats and unknown malware signatures, enhancing the protection of document-
based workflows. The approach addresses a critical vulnerability and showcases the
effectiveness of adapting structural feature analysis for heightened malware detection
[64].

To combat botnet attacks in IoT environments, a hybrid machine learning model has
been developed, offering a robust approach to detecting threats unique to interconnected
devices. The model combines multiple machine learning techniques to address the
multifaceted nature of botnet behavior [65]. By efficiently analyzing IoT network traffic,
this hybrid model mitigates the impact of botnets, which can compromise security across
numerous devices. The research highlights the importance of specialized machine
learning strategies for IoT, where traditional methods may struggle with the dynamic and
varied nature of connected devices [66].

This comprehensive review provides a detailed analysis of multiple malware
detection methods, focusing on their advantages, limitations, and evolving trends in
cybersecurity. By examining different approaches, the review offers valuable insights into
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which techniques hold the most promise for future developments [67]. The review
suggests that a balanced approach, incorporating strengths from various methods, may
yield the most resilient defense against evolving malware threats. These insights
contribute to a deeper understanding of malware detection strategies and inspire further
research into innovative solutions for more secure digital ecosystems [68].

Paper description

The Extra Trees Classifier assumes the role of the primary algorithm for predictive
modelling tasks. Operating within ensemble learning, this classifier, also called Extremely
Randomised Trees, emerges as a pivotal member of the decision tree classifier family. Its
modus operandi involves the creation of a multitude of decision trees during the training
phase, culminating in determining the class that predominates amongst the individual
tree predictions. One of the most notable characteristics of the Extra Trees Classifier lies
in its penchant for randomness [69].

Unlike conventional decision trees that meticulously seek out the optimal split at
each node based on predetermined criteria like Gini impurity or information gain, Extra
Trees diverge by opting for a randomised approach to feature subset selection and split
point determination. This deliberate randomness is a bulwark against variance and
overfitting, rendering the model less susceptible to the harmful effects of noisy data and
outliers [70]. Moreover, the computational efficiency of the Extra Trees Classifier is a
testament to its prowess. Thanks to its innate parallelisation capabilities, the model can
construct multiple trees concurrently and independently. This parallel processing
prowess allows it to harness the computational might of multi-core processors and
distributed computing environments, thereby delivering expedited training times
compared to its ensemble counterparts [71].

However, despite its commendable attributes, the Extra Trees Classifier may exhibit
suboptimal performance under certain circumstances, particularly when faced with
intricate datasets characterised by high-dimensional feature spaces or skewed class
distributions. More advanced algorithms like CatBoost may emerge as preferred
alternatives in such scenarios, offering superior accuracy and resilience [72]. In summary,
while the Extra Trees Classifier holds its ground as a dependable and interpretable
baseline model for predictive analytics endeavours, its efficacy may be outshone by
sophisticated techniques such as CatBoost, which leverages intricate algorithms and
optimisation methodologies to attain heightened accuracy and predictive prowess [73].

The ExtraTrees Classifier may face limitations in effectively prioritizing critical
features for ransomware detection, which can lead to suboptimal performance. Its ability
to discern the most impactful features could be constrained, affecting the model’s
accuracy and reliability in identifying ransomware [74]. Additionally, the model is
susceptible to overfitting, particularly when working with high-dimensional data.
Overfitting can restrict its generalization capability, meaning it may perform well on
training data but fail to maintain similar accuracy when tested on new, unseen data. This
issue can hinder the classifier’s effectiveness in real-world applications [75].

Another challenge lies in the model's scalability, particularly concerning its capacity
to handle large volumes of network traffic data from Android devices. Limited scalability
could reduce its ability to function in real-time, which is essential for prompt ransomware
detection. Furthermore, the problem of data imbalance is common in ransomware
detection, where benign samples often vastly outnumber ransomware samples. This
imbalance can impede the model's learning process, causing it to favor benign predictions
and potentially overlook ransomware instances [76].

Performance trade-offs also emerge as a critical consideration, especially when
balancing metrics such as accuracy, precision, recall, and Fl-score. Each metric offers
unique insights into the model’s efficacy, yet focusing too heavily on one may detract from
another. Therefore, careful evaluation and balance of these metrics are essential, ensuring
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the ransomware detection system meets specific operational requirements effectively [77-
83].

2. Materials and Methods

This study aims to develop an Intrusion Detection System (IDS) for Android devices
using the CatBoost Classifier to detect ransomware. The methodology includes data
collection, pre-processing, feature selection, model training, and performance evaluation.

1. Data Collection: Network traffic data was collected from Android devices to serve as
the input dataset. This data included benign and ransomware traffic patterns to train
and test the model effectively.

2. Data Pre-processing: The raw data underwent cleaning to remove noise and
inconsistencies, enhancing data quality for accurate model training. Missing values
were handled through imputation, and outliers were addressed. Feature scaling and
normalization ensured consistency across data points.

3. Feature Selection: Key features that signify ransomware activity were selected from
the dataset. This step is crucial to improve model efficiency by focusing on
indicators of ransomware behavior.

4. Model Selection and Training: The CatBoost Classifier was chosen due to its efficiency
in handling categorical data and managing imbalanced datasets. The model was
trained on the pre-processed data, using cross-validation to optimize
hyperparameters and prevent overfitting. The model training process involved
iterating on parameters to maximize the model’s ransomware detection accuracy.

5. Performance Evaluation: The trained model was evaluated using metrics such as
accuracy, precision, recall, Fl-score, and specificity. Additionally, the Receiver
Operating Characteristic (ROC) curve was used to analyze the model’s performance
comprehensively. The model achieved a high accuracy rate, with scores in metrics
such as precision, recall, and F1-score, affirming its robustness.

6. Deployment and Real-time Testing: The model was deployed in a simulated
environment for real-time testing. This environment allowed for continuous
network monitoring, where the model classified incoming network traffic as either
benign or ransomware.

3. Results and Discussion

The proposed methodology commences with precisely defining the problem
statement and objectives, ensuring harmony with paper goals and stakeholders’
expectations. Data pre-processing emerges as a pivotal facet, encompassing a spectrum of
techniques to ensure dataset quality and suitability for modelling. This encompasses
addressing missing values via imputation or deletion, identifying and remedying outliers
that may distort model performance, and standardising or normalising features for
uniformity and comparability across diverse scales.

Furthermore, techniques such as data transformation, like log transformations or
feature scaling, are wielded to refine feature distributions and bolster model
interpretability. After meticulous data pre-processing, the methodology unfolds with a
robust data collection strategy to procure pertinent datasets for analysis and model
development [84-89]. This involves delineating suitable data sources, procuring the data,
and executing preliminary pre-processing steps to rectify missing values, outliers, and
data inconsistencies. Additionally, exploratory data analysis (EDA) techniques may be
leveraged to glean insights into the dataset’s attributes and underlying trends. Following
data pre-processing, feature engineering takes centre stage, wherein meaningful features
are crafted or chosen to amplify the model’s predictive prowess [90].

Drawing upon domain expertise, this step may entail techniques like dimensionality
reduction, categorical variable encoding, and novel feature creation grounded in domain-
specific insights. Armed with the prepared dataset, the subsequent phase entails selecting
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an apt machine learning algorithm or ensemble tailored to the specific problem domain
[91-92]. Model selection factors include dataset size, complexity, and desired performance
metrics. The chosen algorithm is then trained on the pre-processed data, employing
techniques like cross-validation to fine-tune hyperparameters and curb overfitting.
Finally, the trained model undergoes evaluation using appropriate performance metrics,
with its resilience and generalisation capabilities scrutinised via rigorous testing on
unseen data. The proposed methodology underscores a systematic and iterative
approach, wherein insights from each phase inform subsequent decisions, culminating in
development of effective and dependable predictive models aligned with the paper’s
objectives.

Implementing the intrusion detection system (IDS) for Android devices using
machine learning involves several essential steps. First, data collection is necessary to
gather network traffic data from Android devices, which will serve as input for training
the machine learning model. After collection, the data undergoes pre-processing to clean
and remove any noise or inconsistencies, ensuring high-quality data for model training.
The next step is feature selection, where the most relevant features that indicate
ransomware activity are chosen from the pre-processed data. This step enhances the
model's efficiency and effectiveness. Following this, model selection is critical, with the
CatBoostClassifier being a suitable option for this task, given its ability to handle
categorical features and effectively address data imbalance issues common in security
datasets. After selecting the model, model training takes place, feeding the pre-processed
data into the model and adjusting parameters to optimize performance. Once trained,
model evaluation is conducted using performance metrics like accuracy, precision, recall,
and F1-score to assess the model’s capability in detecting ransomware effectively.

The trained model is then deployed to Android devices for real-time detection.
Integrated into the device’s security framework, the model continuously monitors
network traffic, identifying potential ransomware threats. Finally, testing and validation
in a real-world setting confirms the IDS's reliability and effectiveness, ensuring it provides
consistent protection against ransomware on Android devices. The dataset is used to train
the proposed CatBoost Classifier model. The model is tested dataset and validated. The
proposed model detects and classifies ransomware using the paper provided. The model
is evaluated using Accuracy, Average Precision, Average Recall, Average F1 score,
Specificity, and Error rate. The model is also evaluated using the ROC Curve. The
parameter values are Accuracy 97.79%, Average Precision 97.49%, Average Recall 97.68%
and Average Fl-score 97.57. A Learning Curve is used to show a comparison between
training accuracy and validation accuracy.

Table 1, Catboost-Extra Tree Classifier Classification Report

Model Metrics
Accur Average Average Average F1-
acy Precision Recall score
ExtraTrees 92.32 92.53% 91.79% 92.05%
Classifier %
CatBoost Classifier 97.66 97.35% 97.41% 97.42%

Table 1 illustrates the difference in metrics for the ExtraTrees Classifier and the
CatBoost Classifier. The same dataset was trained, but there is a difference between the
metrics, which clearly shows that the CatBoost Classifier is best suited and makes accurate
predictions for the loaded dataset.

4. Conclusion

In conclusion, the research proposes utilizing machine learning to categorize
Android device network traffic as ransomware or benign. The paper uses the CatBoost
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Classifier, which excels in categorical network traffic data characteristics. Collection and
pre-processing network monitoring records and model training allow the IDS to detect
and respond to cyber attacks in real time. The CatBoost Classifier classifies network traffic
well, separating ransomware from benign activity. Cybersecurity applications benefit
from its capacity to manage unbalanced data and produce interpretable results. The study
emphasizes machine learning's role in network security and cyberdefense. The proposed
IDS can boost cybersecurity and protect against ransomware attacks in manufacturing
sites and other environments. Monitoring and maintaining the model will guarantee it
detects new threats and secures networks. The intrusion detection system (IDS) for
identifying Android device network traffic as ransomware or benign could be improved
in the future. The CatBoost Classifier works, but other algorithms, such as CNNs or RNNs,
might be tested. Future IDS improvements could focus on sophisticated machine learning,
adding features, optimizing pre-processing pipelines, and improving deployment
methodologies. These improvements may help the IDS detect and respond to Android
ransomware threats.
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