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Abstract:. This article focuses on the development of a symmetric block encryption algorithm using
the Feistel network, enhanced by cryptographically stable table-based transformations. The
proposed algorithm integrates fundamental transformations of logical operation tables and bit
union operations to ensure cryptographic security. It addresses the issue of improving
cryptographic in block encryption by table-based
transformations, bit concatenation, and cyclic bit shifts. These advancements contribute to both the
theoretical foundation and practical implementation of secure encryption algorithms, which can be
applied effectively in information communication networks. The results highlight the feasibility and
robustness of the algorithm, particularly in hardware and software encryption systems, ensuring
efficient cryptographic security for various applications.
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1. Introduction

The proposed article examines the issues of research and creation of a symmetric
block encryption algorithm based on the Feistel network with cryptographically stable
table basic transformations. The list of sources devoted to the topic of the Feistel network,
their cryptographic features, properties, developments with various new basic
transformations, applications and other purposes in the information communication
network is widely [1-9, et al.].

Relevance of the task. Hardware implementations of basic table transformation
algorithms are convenient and rational, since they do not require calculations, they require
only comparisons and transitions in mixing and distributing bits or combining them,
while ensuring cryptographic stability of mappings (Rahman, 2024).

2. Materials and Methods

This work [10] is devoted to the study of the issues of cryptographic stability of
tables of logical operations and other table transformations with bit unions. Necessary
and sufficient conditions for the stability of table transformations are established (Wang,
2024).

Statement of the problem. The proposed article examines the issues of a strong
block encryption algorithm over a Feistel network with basic transformations of logical
operation tables and bit union tables (Mogos, 2023).
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3. Results

Solution of the problem. It is noted that Feistel networks encrypt data under blocks
of bits of the encrypted text with round keys (Zhang, 2022). Round keys have 32 bits, they
are formed from the original key, the length of which is not less than 256 bits. Before
encrypting the plaintext, it is divided into blocks of 32 bits. In this case, if the length of the
encrypted text is not a multiple of 32 bits, then it is added to the multiple with spaces
(Dey, 2024). Below there is provided a block diagram of the i-round for the bit encryption

algorithm, where the basic transformations are: concatenation of the encrypted 32-bit block
with the round key, 32-bit block, bitwise table substitution transformation with the truth table of
logical operations, cyclic shift by 11 bits.

1. The concatenation (connection) of the blocks of the corresponding encrypted part

at the i-th round of the plaintext X; (i )X2 (i )  Xgp (i )X32 (i )k32 (i ) with the round key
Ky (1K, (i) Ky (i ks (i) is carried out as follows:

X (K (0% (D (- (s (13 (o ()
The bitwise table substitution of the cipher value of the encrypted open message
is transformed into the cipher designation with a truth table of logical operations:
at the intersection of column  X; (i ), j=12,...32;; and row
K, (i ), t=12,...32.; the cipher designation is found. That is, according to the
inputs X j(i )kt (I) and kt (i )., specified in the algorithm of the S LA =1,.32;
blocks, the designation code is determined.
A cyclic shift of 11 (or 7, 17, 19) bits is performed by connecting contacts in the
following order: 12-bits with the first bit al(i)of the left 32-bit block Li (32
bit)=al(i)a2(i)...a32(i), 13-bits with a, (i) and so on, 32-bits with a,, (i).

Block diagram of i-round for bit encryption algorithm

Li (32 bit)=a1(i)az(i). ..as2(i)

Ri (32 bit)= ba(i)ba(i). .. bsa(i)

v

Concatenation of the encrypted block with

the round key:
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Here, he notes the following properties of Feistel's network.
The mathematical model of round encryption is expressed as follows:

{LI - Ri—l'

Ri = Li—l ® F(Ri—l’ Ki)'

From this, according to the nature of the operation ®, the mathematical model of i-
round decoding is expressed as follows:

{Rl—l = I‘i'
L, =R ®F(L.K)
Further, we are going to discuss when encryption is performed with pairs of bits, the
basic transformations of pairs of bits:
— concatenation (connection) of the encrypted 32-bit block with the round key, allocated to 16
pairs of bits of the form "00”, "01”, "10”, "11";
— perform a transformation of 32-bit blocks allocated to 16 pairs of bits by table replacement
with a given truth table of size 4 x4,
—cyclical shift by 11.

1. Concatenation (connection) with pairs of bits of blocks of the corresponding

encrypted part at the i-th round of plaintext X, ()X, (i ).. X5, (i )X, (i Ky, (i ) with

the key of round K (i)K,(i)..Ks(i)Ks,(i)is carried out as follows:

Xy (k% (K () Xy (D (1 )Xo (D (1)

2. The transformation is carried out with pairs of bits of the table replacement
cipher value of the encrypted open message to the cipher designation with a
truth table of size 4x4: at the intersection of column

X; (i), Xj+1(i) 1 =12,...31%;; and row Kk, (i)kt+l(i), t=12,...31.; the cipher
designation is found. That is, at the inputs X; (i )X i (I) and K, (i)kt +1(i ),

specified in the algorithm S 2 A =1,.,16; blocks, the cipher designation is

determined.
Here, for example, is given one form of the truth table of size 4x4:

k/x 00 01 10 11

00 10 11 00 01

01 11 00 01 10

10 00 01 10 11

11 01 10 11 00

Where the values: "00", "01", "10", "11", corresponding to the cipher
designations, are distributed uniformly, i.e. each of them is repeated 4 times. In this
case, will ensure cryptographic stability of the transformation of the table substitution
[10].

A cyclical shift of 11 (or 7, 17, 19) bits is accomplished by attaching contacts in
the following order: 12-bits with the first bit &(i)of the left 32-bit block Li (32
bity=a(i)az(i)...ax(i), 13-bits with @, (i); then, the 32-bit with a,, (i). Encryption with

pairs (even number) of bits, and a shift by a prime number greater than 2, has a positive
effect on security (Dong, 2024).
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Below there is provided the block diagram of the i-round for the bit-pair
encryption algorithm.
Block diagram of i-round for bit-pair encryption algorithm

Li (32 bifi=ai(Da(p). .. asxi) R: (32 bity= by(i)ba(i). .. bax(D)

Concatenation of the encrypted block
with the round key:
00l e (7 Ve (7 Wy (7 ). 20 (7 Do o (7 Do Vs )

| | | |
I A e A ey A
S1 S2 316
v v v v v v v v
30bits 4

32-bits
4 -bites

Lina

Rl

Now, a general block diagram with a set of basic transformations F(Riki +1) or

F (Ri Ki. )is given: concatenation (connection) of bits or with pairs of bits, transformation of a

bitwise table substitution of the cipher of the value of the encrypted plaintext into a cipher
designation with a truth table of logical operations or with pairs of bits, and a shift by a prime
number has a positive effect on the resistance.

4. Discussion

In the general block diagram of the encryption algorithm given below, the
transformations are defined: T, = (Rs L ) - the final block of the encrypted message and
the bitwise addition of this block with the final key K,, that is
T, =T, ©k, :(R81L8)®kk

Such definitions of transformation of the design of algorithms on the one hand
increase the stability, on the other hand provide convenience in the development of
effective designs of software and hardware based on the proposed algorithms based on

the Feistel network. Indeed, taking the block T, as an input block, as the initial key K, ,
applying the keys of the rounds in the reverse order: K, K, ..., K3 K, the process of
decryption of the encrypted message blocks [1-3] as encryption is carried out.

With the development of computational methods and technology, independent
cryptographic stability of the transformation, the encryption algorithms of guaranteed
stability used as a standard are lost due to the small length of the key (Umarovich, 2024).
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According to another expression, the stability of the algorithm is naturally weakened.
Therefore, the problem arises: preserving the basic transformations of the algorithm,
lengthen their original keys and round keys [3,7-10].

General scheme of the algorithm

A\ 4
Enter: To (64 bits)=t: (0)£2(0)...tes(0)
v

To (64 bits) = T}, @ k. = t1 (0)2(0)...ts+(0)
|

v v

Lo (32 bits)=t; (0)...t52(0)= Ro (32 bits)=ts3 (0)...tes(0)=

TRy, k1) [,

L1 = Ro R1 = Lo@F(Ro,kpl)

FRy kp2) [ kp

Lo=Ri Rz = Li®F(Ry,kp2)

L7=Re R7 = Le®F(Re¢,kp7)

F(R7, kps) [¢&— kps

Ls=Rs Rs = L/®F(R7,kps)
[ |

v

T. =(Rs, Ls)

v

T.(64bits\ =1, Pk,
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A block diagram for solving such a problem for algorithms based on the Feistel network

may look like this:
| L, (32 -n birs ) | | R (32 nbi ]
T
- :
[ 25 ] A
! x! ¥ — &
|F“§1-1-K.1) |‘—J | F(RL.KD) |‘—
| F(R.K,)=F(RL.K)UF(RL . K)U..UF(RY K™Y (32-nbits) |
F(R_.K})
TN
L, (32-nbits)=R | (32- n bits) I IR, (32-i?birs):LH{SZ-nb?r.s}@F(Rfl_K,.)GZ-nbir.s)I
Figure 4.3. I-round of modified Feistel network.
Where:

1. Block length 64m bits, m=1,2,...<00; of the plaintext. Original key length
| K|-n bits, n=2,...< .
2. Combining the i-round key parts K, = K'KZ.. K" —i .

3. Lengths of R, —the left and L; —right parts of the Feistel network:
|LHR|=32-nbits.

4. L, ,(32-nbits) — the right part of i-round.

5. R.,(32-n bits) — the left part of i-round.

6. L, (32bits), L2, (32 bits),.., L7, (32 bits) — 32-bit parts of the i -round key.

7. RY,(32bits), R? (32bits),.., R",(32 bits) —i -round of the left part.

8. F(R,,K"), F(R’,,K?),... F(R!,,K") —i-round, corresponding

transformations of the Feistel function.

The mathematical model of the modified Feistel network of | —round is as follows:
L, (32-n bits) =R, ;(32-n bits)
R (32-n bits) =L, ,(32-n bits) ® F(R ,,K,)(32-n bits)

From the above modified Feistel network, it is clear that depending on the
value of N, there are Feistel functions F(R',,K}), F(R?,K?),.., F(R/,,K).This
allows using several existing algorithms with proven effective transformations and S-
blocks with increasing key length. It is noted that with N =1 the key length is 256, with
N =2 the key length is 512, and so on. In the general form of the given modification,

thereis |, =1-n, where | —is the key length of the main modified algorithm based on
the Feistel network. In the general form of the given modification, thereis |, =1-n,

where | —is the length of the key of the main modified algorithm based on the Feistel
network (Kumar, 2019).

The encryption/decryption speed of the basic and modified algorithms is the
same, since the number of transformations performed is the same [3,4,6-8].
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5. Conclusion

Thus, the proposed modified Feistel networks have the following advantages:

1. Preserving the cryptographic design and properties of the basic transformations,
it will increase the stability of the algorithm by increasing the value of some
parameters of the algorithm.

2. Maintaining the properties and stability of transformations, increase the length of
the algorithm key. This ensures the stability of the algorithm with respect to a
cryptographic attack of exhaustive search of the initial key of the algorithm and
the keys of rounds with basic transformations.

3. The speeds of the original algorithm and the modified one are the same. This
circumstance ensures the effectiveness of the modification in relation to the
development of software and hardware of the algorithm in applications.

4. The proposed algorithms with basic transformations: concatenation (connection) of
the encrypted block of the open message with the round key, tabular replacement
of the cipher value with the cipher designation, cyclic shift by a prime number
greater than 7, are simple procedures that do not require calculations.

This case allows the desired possibilities of software and hardware implementation of
such algorithms (Sorokin, 2020). Considering the importance and relevance of the
solution of the problem, it would be inappropriate for scientific specialists to pay due
attention to the results obtained and published by the authors.
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