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Abstract: To put special emphasis on CMC network security (message encryption context), this 

paper is a design and simulation one. In this, I will demonstrate how to simulated using MATLAB 

encryption. The code is written in a way that any malicious attack will wipe the data out. Data will 

be auto protected by the system and get recovered at the end of the process. This aims to make 

security more efficient by providing an automated deep-learning system. Security can be improved 

with system training the system will validate the incoming data for any other discrepancies, or false 

data The defragmentation function is run the system will put the next stage which is to program the 

key length tracking messages; just to reinforcing that the mater message is conforming regarding 

formatting in the hash. If anything comes up which is not in hash format on system/panel, that will 

be ignored. This is the message that is being transmitted by transmitters as a sequence of blocks: 

What this is doing is that there is a receiver in a blocks series happening. Fragmentation too protects 

messages in the transmitter, and it arranges them in encrypted and unencrypted chunks. 
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1. Introduction 

information security is the process of protecting data and communications from 

unwanted access, use, disclosure, disruption or alteration. In other words, we want to 

secure our system assets and data (wherever it is located) from common vulnerabilities  

that one can exploit. to the enemy side of that current are rude ass crackers cracking our 

networks to steal, hacking them and keeping up with antiviruses [1], scooping people 

buildings such as natural catastrophes like how it’s snowing now having major power 

outages then firing the gas lines for so many they don’t see lights breaking in trying to 

brazen off someone’s place thinking it a joke their supposedly attempting policing better 

themselves till strained no longer redirect focus other way most apt types . [2]. 
Huge encryption schemes and data protection technologies have been designed to protect 

the message of today, or in other words you would probably call it as data Created 

programs to remove malware and viruses [3] If something is in a hurry, then it can either 

be spyware or collect user data and transaction history from the system. 
 Thereby, network security will be more and more advantageous. The protection of study 

outcomes will be shown by MATLAB. video message with user data from a corpus hash 

the data is then secured by an encryption using cryptography [4]. 

Using the CMS protocol means that encrypted data will become more solid and resistant 

to hacking attempts by computer hackers. The research study demonstrates  [5].  
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2. Materials and Methods 

Problem Statement. 

There remains a lot of unexplored in the current level of understanding in the data 

protection. For example, one can include the following research areas:  

• automatic algorithm updates for new attackers. 

• real versus fake computer infections. 

• a truly immune-to-worm network. 

 These challenges establish new opportunities for the new data protection systems or 

solutions. They may be needed for system experimentation and development. Therefore, 

the quality of software development also affects the degree of success. The device may 

also have an artificial intelligence system for additional protection.  

 

Scope of Project 

The modelling is using MATLAB coding. As mention before, the purpose of the modelling 

is to secure the data.  

The general coding for hash message is:  

● Define the key message 

● Determine the key length  

● Concatenate the message  

● Present the message of hash in Hex  

The very beginning before write the coding is to ensure the MATLAB supports the hash 

function. If the MATLAB does not support the hash function, user has to create one in the 

library.  

After define the hash function, the next thing is to program the message follows the key 

length. This is to ensure the key message is follow format in the hash. Anything not follow 

the hash format will be ignored in the system or pad with zero.  

Finally, the message is hashed and cryptography into a block so that the message is 

more secure and presentable in the network.                                                                                                                                                    

3. Results and Discussion 

Hash Function Programming Coding in MATLAB 

The Hash function must be defined before writing any hash security program. Below 

shows the Hash program written in MATLAB coding. 

 

 
  Figure1: MATLAB coding method to hash  

The hash function begins with "function hash = HMAC (key, message, method). Here the 

HMAC is a variable used to hold the key, message and method to hash  . 
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The method to hash is giving user an option so that they can choose which type of hash 

convenient to secure their data. 

 

Define the Hash Method 

Once the hash function is defined, now user has to choose which hash they have to 

choose for cryptography [6]. Below shows the MATLAB coding written for user to 

choose the type of hash used in secure communication [7]. 

 

 
Figure2: MATLAB CMS coding 

 

In the coding above, the first line is asking user to enter the message that he or she wants 

to encrypt using CMS algorithm [8]. The rest of the coding is a CMS algorithm where the 

message first being check with its length and content [9]. After checking the length of the 

message, a secret code is added. This is shown in the equation when the original message 

is added with key minus the number message [10]. This is the CMS algorithm. The for loop 

and if else function are used to checking the message content and ensure the message is 

valid for CMS algorithm [11] . 

 

Checking and Select the Key Length  

Checking and select the key length is second part for the hash function. This is important 

to calculate how to hash the message so that the message is within the network 

requirements . 

The MATLAB coding to check and hash the message is shown below: 

 

 
Figure 3: MATLAB coding Checking and Select the Key Length 
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Note that for every hash method selected, the block will generate in the form of matrix. 

The matrix consists of data that will be hashed. 

Formatting the Hash Data 

In order to arrange the hashed data so that they are presentable in the network, the 

following coding is writing. 

 

.  

Figure 4: Formatting the Hash Data 

 

After arrange the hash message, the next process before toward the end is the concatenate. 

The following program written in MATLAB shows concatenate the hash message. 

 

 
Figure 5: Formatting the Hash Data 

 

 

4. the Simulation and results  

The settings are shown below  

 

Step 1: Configure the upper layer of the transmitter 
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Figure 6: Configure the upper layer of the transmitter  

 

Upper layer of the transmitter is the place where the user data is generated. This layer is 

important because it generates random user data before enter into the channels  . 

  When double click on the upper layer block, the message block shown in Figure 6 

appears. In the message block, do the following setting : 

● Generation method: Time based  

● Time Source: MATLAB action  

● Entity type: Anonymous  

● Entity priority: 300  

● Data initial value: zeros (paramGobacknwithphy.numBitsPerPayload, 1) 

The generation method in the setting is to tell the MATLAB what kinds of data generation 

is needed in the simulation. Here, we choose time based because the time is important to 

count the message being hashed and cryptograph into the network. Time based also allow 

the designer know what has happen to the message at a particular of time when it is 

attacked by the malicious. By setting in time based, one will know how efficient the data 

being protected . 

The time source is also required in the simulation. The time source here is set to "MATLAB 

action". This is using internal library of the MATLAB and when choosing this setting, 

MATLAB will use its own way to compute and determine results  . 

The entity type is set to "Anonymous" so that the message being generated is unknown. 

Only this way, the message can be protected and hashed . 

The entity priority is set to 300. This value can be changed and it will affect the performance 

of the message generated. 300 means 300 messages being targeted as priority in the study 

of hashed and cryptography . 

 The data initial value is the message source. This can be chosen from the file zeros 

(paramGobackwithphy…). This is a MATLAB library file where it helps to generate the 

messages for this CMS algorithm . 
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Step 2: Configure the transmitter 

 

Figure 7: Configure the transmitter 

This step 2 is very important because the code of hash and cryptography CMS is 

embedded. As can see from the diagram, there is a "source code" highlight in blue color. 

This source code is the code of security data protection using CMS with hashed message.  

Follow the window shown in Figure 7 to do the setting. All the setting should use the 

"paraGobacknwithphy…" files in the MATLAB Simulink library. After complete the 

setting, click "Apply" then "Ok" to close the window.  

 

Step 3: Configure the channels  

Double click on the channel 1 or channel 2 block, the following message window box 

appear. This message box shows the SNR parameter. We use this SNR setting to interfere 

the messages when they arrive in the channels. By doing interference, we will know how 

well the data being protected.  

Figure 8: Using SNR represents the malicious attack in the network 
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Note that the SNR is the Signal to Noise ratio. This SNR can be low or high. When any 

attacks to the messages, this will consider as a noise. Thus, the messages will be 

corrupted when badly increase the SNR values.  

 

Step 4: Configure the receiver block 

 

 

 

 

 

 

 

 

Figure 9: Configure the receiver block 

The receiver block is the block where it should receive the message send from the 

transmitter without errors or missing messages. To ensure the messages being safe 

received at the receiver, this receiver will be programmed to remove the noise contents or 

correct the message when it is corrupted by the malicious.  

  Notice that the processing delay and the number of bits per payload are all using 

MATLAB library file. There is also the source code found in the receiver. This source code 

will show the hashed cryptography message being recover and avoid attack from 

malicious. The above setting is important ready to run the simulation.  

 

Step 5: Configure the receiver upper block 
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Figure 10: Receiver upper layer block 

The receiver upper block is the block that should shows the message where they are the 

same like the one transmits from the transmitter. In a nutshell, this block basically used 

to recover the messages. For example, if transmitter transmit the message in green colors, 

then this receiver block should show all the green colors messages without errors  

Source Code Analysis  

The most important coding is at the transmitter and at the hashed message. This is 

shown below 

 

 

 

 

 

 

 

 

Fig11: MATLAB code CMS protocol 

The first thing in designing the hashed message protection is to determine the window 

size (message size). Here the message size is 5, which come out like a square box. The box 

here indicates the message is already hashed.  

The Tx-delay and timeout as well as the number Bitsperpayload are the important 

parameters to control the hashed message being enter into the channel. Here the Tx-delay 

for every message is 0.1 and time allowed is 2 seconds for every message block.  

The next coding shows the properties of discrete state. This a discrete protocol that making 

the block of messages flow in discrete manner.  

The real CMS (Cryptography Message Syntax) to protect the message is shown below. As 

seen in the coding, the methods define the access of message is protected. The protection 

is using CMS scheme named "getEntityTpesImpl(obj)". By adding the 'Ack", it helps  the 

message being protected when reach the enter point of the network.  
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Figure 12: MATLAB 

cod CMS protocol protection and Acknowledge 

Once the message is being hashed, a new message hashed message is appear and 

transparent to the user. The coding to do that is shown below: 

 

                        

Figure 13: MATLAB code 

Note that in the coding, the "obj.newSeqNum = obj.newSeqNum + 1" is the command to 

create a new hashed message. The hashed symbols are stored in case 2 and inside the 

"obj.newSeqNum". When open up this file, it will look like below: 
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Figure 14: User message being hashed 

The hashed messages are using unknown characters combined with numbers to protect the data.  

5. Conclusion 

From the observation, one can see that the receiver does the process of extracting the 

messages from the channels are able to avoid bad messages and avoid malicious attack. 

The simulation is using 100 second, thus all the messages should send or received within 

100 seconds. The messages are randomly generated from the MATLAB library file. The 

messages are then sent to the receiver through two channels. The important of these two 

channels are to observe the messages collision Due to its orientation in the network or in 

the channel as in cryptography order, then this makes the malicious have hard time to get 

the data. Thus, the data is said being protected. 
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