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Abstract: To put special emphasis on CMC network security (message encryption context), this
paper is a design and simulation one. In this, I will demonstrate how to simulated using MATLAB
encryption. The code is writtenin a way that any malicious attack will wipe the data out. Data will
be auto protected by the system and get recovered at the end of the process. This aims to make
security more efficient by providing an automated deep-learning system. Security can be improved
with system training the system will validate the incoming data for any other discrepancies, or false
data The defragmentation function is run the system will put the next stage which is to program the
key length tracking messages; just to reinforcing that the mater message is conforming regarding
formatting in the hash. If anything comes up which isnot inhash format on system/panel, that will
be ignored. This is the message that is being transmitted by transmitters as a sequence of blocks:
What thisis doing is that there is a receiver in ablocks series happening. Fragmentation too proteds
messages in the transmitter, and it arranges them in encrypted and unencrypted chunks.
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1. Introduction

information security is the process of protecting data and communications from
unwanted access, use, disclosure, disruption or alteration. In other words, we want to
secure our system assets and data (wherever it is located) from common vulnerabilities
that one can exploit. to the enemy side of that current are rude ass crackers cracking our
networks to steal, hacking them and keeping up with antiviruses [1], scooping people
buildings such as natural catastrophes like how it’s snowing now having major power
outages then firing the gas lines for so many they don’t see lights breaking in trying to
brazen off someone’s place thinking it a joke their supposedly attempting policing better
themselves till strained no longer redirect focus other way most apt types. [2].

Huge encryption schemes and data protection technologies have been designed to protect
the message of today, or in other words you would probably call it as data Created
programs to remove malware and viruses [3] If something is in a hurry, then it can either
be spyware or collect user data and transaction history from the system.

Thereby, network security will be more and more advantageous. The protection of study
outcomes will be shown by MATLAB. video message with user data from a corpus hash
the data is then secured by an encryption using cryptography [4].

Using the CMS protocol means that encrypted data will become more solid and resistant
to hacking attempts by computer hackers. The research study demonstrates [5].
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2. Materials and Methods

Problem Statement.

There remains a lot of unexplored in the current level of understanding in the data
protection. For example, one can include the following research areas:

* automatic algorithm updates for new attackers.
¢ real versus fake computer infections.
¢ a truly immune-to-worm network.

These challenges establish new opportunities for the new data protection systems or
solutions. They may be needed for system experimentation and development. Therefore,
the quality of software development also affects the degree of success. The device may

also have an artificial intelligence system for additional protection.

Scope of Project

The modelling is using MATLAB coding. As mention before, the purpose of the modelling

is to secure the data.

The general coding for hash message is:
e Define the key message

e Determine the key length

e Concatenate the message

Present the message of hash in Hex

The very beginning before write the coding is to ensure the MATLAB supports the hash
function. If the MATLAB does not support the hash function, user has to create one in the
library.

After define the hash function, the next thing is to program the message follows the key
length. Thisis to ensure the key message is follow format in the hash. Anything not follow

the hash format will be ignored in the system or pad with zero.

Finally, the message is hashed and cryptography into a block so that the message is

more secure and presentable in the network.

3. Results and Discussion

Hash Function Programming Coding in MATLAB

The Hash function must be defined before writing any hash security program. Below
shows the Hash program written in MATLAB coding.

function hash = HMAC(key,message,method)

Figurel: MATLAB coding method to hash
The hash function begins with "function hash = HMAC (key, message, method). Here the
HMAC is a variable used to hold the key, message and method to hash .
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The method to hash is giving user an option so that they can choose which type of hash
convenient to secure their data.

Define the Hash Method

Once the hash function is defined, now user has to choose which hash they have to
choose for cryptography [6]. Below shows the MATLAB coding written for user to
choose the type of hash used in secure communication [7].

original_message=input('Please enter the message you want encrypted using
CMS:", 's') % Asking to key in the message
number_message=double(original_message)
key = original_message
for k=1:length(original_message)
if number_message(k)>=65 &% number_message(k)<=90
number_message(k)*number_message (k)+key
if number_message(k)>=90
number_message(k)*number_message(k)-26
end
elseif number_message(k)>=97 && number_message(k)<=122
number_message(k)*number_message(k)+key
if number_message(k)>=122
number_message(k)*number_message(k)-26
end
end
end
ec = char(mod(original_message + key - number_message, 26) +
number_message)
fprintf('The encrypted message is %s \n',number_message)

Figure2: MATLAB CMS coding

In the coding above, the first line is asking user to enter the message that he or she wants
to encrypt using CMS algorithm [8]. The rest of the coding is a CMS algorithm where the
message first being check with its length and content [9]. After checking the length of the
message, a secret code is added. This is shown in the equation when the original message
is added with key minus the number message [10]. This is the CMS algorithm. The for loop
and if else function are used to checking the message content and ensure the message is
valid for CMS algorithm [11] .

Checking and Select the Key Length

Checking and select the key length is second part for the hash function. This is important
to calculate how to hash the message so that the message is within the network
requirements .

The MATLAB coding to check and hash the message is shown below:

iF

end

if

i€

key length > Blocksize calculate Hash and format as binary

length(key)

> Blocksize
Opt.Method = method;
Opt.Format = ‘uint3’;
Opt.Input = "bin’;

Hash_key = DataHash(uint8(key),Opt)

for i = length(Hash_key):Blocksize
Hash_key(1,i) = ©;

end

key_bin = uint82bin8(Hash_key);

key length < Blocksize right pad with zeros and format as binary
(length(key) > ©) && (length(key) < Blocksize)
key_bin = str2bin8(key);
L = length(key);
for j = L+1:Blocksize
key bin{1,j} = [ e @ e e e e @];
end

Figure 3: MATLAB coding Checking and Select the Key Length
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Note that for every hash method selected, the block will generate in the form of matrix.
The matrix consists of data that will be hashed.

Formatting the Hash Data

In order to arrange the hashed data so that they are presentable in the network, the

following coding is writing.

¥ format ir ~ and uter padding as binary cell
i pad = [@ee 110 11e0];
o_pad = [ 1 © 1110 0];
for i = 1:Blocksize
i_pad_bin{1,i} = i_pad;
o_pad_bin{1,i} = o_pad;

i_pad_key_bin =
o_pad_key_bin =

% dnae Format 6 Ulnes
i_pad_key_hex = bin82hex(i_pad_key_bin);
i_pad_key_uint8 = hex2uint8(i_pad_key_hex);

o_pad_key_hex = bin82hex(o_pad_key_bin);
o_pad_key_uint8 = hex2uint8(o_pad_key_hex);

Figure 4: Formatting the Hash Data

After arrange the hash message, the next process before toward the end is the concatenate.
The following program written in MATLAB shows concatenate the hash message.

% Calculate Hash of i_pad key| |message
Opt.Method = method;
Opt.Format = 'uint&”;

Opt.Input = 'bin’;

Hash_i_ pad_uint8 = DataHas
R A A A AR A R R R R R R B T

{concat_i_pad,Oopt);
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Figure 5: Formatting the Hash Data

4. the Simulation and results
The settings are shown below

Step 1: Configure the upper layer of the transmitter
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[Pa] Block Parameters: From Upper Layer b4
Entity Generator

Generate entities using intergeneration times from dialog or upon arrival of events.
Optionally, specify entity types as anonymous, structured, or bus.

Entity generation  Entity type  Event actions  Statistics
Generation method: | Time-based >
Time source: |MATLAB action e

Intergeneration time action:

Insert pattern ...

[ Generate entity at simulation start

Figure 6: Configure the upper layer of the transmitter

Upper layer of the transmitter is the place where the user data is generated. This layer is
important because it generates random user data before enter into the channels .
When double click on the upper layer block, the message block shown in Figure 6
appears. In the message block, do the following setting :
Generation method: Time based
Time Source: MATLAB action
Entity type: Anonymous
Entity priority: 300
Data initial value: zeros (paramGobacknwithphy.numBitsPerPayload, 1)
The generation method in the setting is to tell the MATLAB what kinds of data generation
is needed in the simulation. Here, we choose time based because the time is important to

count the message being hashed and cryptograph into the network. Time based also allow
the designer know what has happen to the message at a particular of time when it is
attacked by the malicious. By setting in time based, one will know how efficient the data
being protected .

The time source is also required in the simulation. The time source here is set to "MATLAB
action". This is using internal library of the MATLAB and when choosing this setting,
MATLAB will use its own way to compute and determine results .

The entity type is set to "Anonymous" so that the message being generated is unknown.
Only this way, the message can be protected and hashed .

The entity priority is set to 300. This value can be changed and it will affect the performance
of the message generated. 300 means 300 messages being targeted as priority in the study
of hashed and cryptography .

The data initial value is the message source. This can be chosen from the file zeros
(paramGobackwithphy...). Thisis a MATLAB library file where it helps to generate the
messages for this CMS algorithm .

Central AsianJournal of Medical and Natural Science 2024, 5(3), 239-250.

https://cajmtcs.centralasianstudies.org/index.php/CAJMTCS



244

Step 2: Configure the transmitter
@ Block Parameters: Transmitter X

commgobacknwithphy_Tx
Go-back-N ARQ transmitter

Source code

Parameters

Window Size: {paramGobacknwithphy.windowSize ] :

Transmission Delay: [paramGobacknwithphy.txDeIay } :

Timeout: [ paramGobacknwithphy.txTimeout ] :
IE

Number of bits per payload: bGobacknwithphy.numBitsPerPayload

Simulate using: ' Interpreted execution v

Cancel Help Apply

Figure 7: Configure the transmitter

This step 2 is very important because the code of hash and cryptography CMS is
embedded. As can see from the diagram, there is a "source code" highlight in blue color.
This source code is the code of security data protection using CMS with hashed message.
Follow the window shown in Figure 7 to do the setting. All the setting should use the
"paraGobacknwithphy..." files in the MATLAB Simulink library. After complete the
setting, click "Apply" then "Ok" to close the window.

Step 3: Configure the channels

Double click on the channel 1 or channel 2 block, the following message window box
appear. This message box shows the SNR parameter. We use this SNR setting to interfere
the messages when they arrive in the channels. By doing interference, we will know how
well the data being protected.

Black Pararmeters: Channel 2 e

Subsystem (mask)

Parameters

SNR (dB)

Cancel Help Apply

Figure 8: Using SNR represents the malicious attack in the network
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Note that the SNR is the Signal to Noise ratio. This SNR can be low or high. When any
attacks to the messages, this will consider as a noise. Thus, the messages will be
corrupted when badly increase the SNR values.

Step 4: Configure the receiver block

Block Parameters: Receiver >
commgobacknwithphy_Rx

Go-back-N ARQ receiver
Source code

Parameters

Processing delay: | paramGobacknwithphy.rxDelay | :

Number of bits per payload: hGﬂbacknwithphy.numBitEF’erPa}rlﬂad | :

Simulate using: | Interpreted execution -

Cancel Help Apply

Figure 9: Configure the receiver block

The receiver block is the block where it should receive the message send from the
transmitter without errors or missing messages. To ensure the messages being safe
received at the receiver, this receiver will be programmed to remove the noise contents or
correct the message when it is corrupted by the malicious.

Notice that the processing delay and the number of bits per payload are all using
MATLAB library file. There is also the source code found in the receiver. This source code
will show the hashed cryptography message being recover and avoid attack from
malicious. The above setting is important ready to run the simulation.

Step 5: Configure the receiver upper block

p—
Block Parameters: To Upper Layer >
Entity Terminator ~

Accept and destroy entities.

Ewvent actions Statistics
Event actions Entry action:
Entry Called after entity has entered this block.

To access attribute use: entity.

1

Entity structure
entity
~ entitySys
id
priority
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Figure 10: Receiver upper layer block

The receiver upper block is the block that should shows the message where they are the
same like the one transmits from the transmitter. In a nutshell, this block basically used

to recover the messages. For example, if transmitter transmit the message in green colors,

then this receiver block should show all the green colors messages without errors

Source Code Analysis

The most important coding is at the transmitter and at the hashed message. This is

shown below

% Hashed message for protection
matlab.system.mixin.Propagates & ...
matlak.system.mixin. SampleTime

properties (Nontunable)
N =
txDelay = 0.1 %
timeout = 2 % Timsout

ansmission Delay

numBitsPerPayload=55 % Number of kits per pavload
end

properties (DiscreteState)

% Protocol CMS based properties

slidingWindowSendBase £ T
nextSeqNum % The seguence number

% Implementatio
newSegiium % Th
txSegNumState % Buff

txPayloadState® Buffer the payload
rtt % Round Trip Time
isTxing

end

classdef (StrictDefaults)commgobacknwithphy Tx < matlab.DiscreteEventSystem & ...

Figll: MATLAB code CMS protocol

The first thing in designing the hashed message protection is to determine the window
size (message size). Here the message size is 5, which come out like a square box. The box
here indicates the message is already hashed.

The Tx-delay and timeout as well as the number Bitsperpayload are the important
parameters to control the hashed message being enter into the channel. Here the Tx-delay
for every message is 0.1 and time allowed is 2 seconds for every message block.

The next coding shows the properties of discrete state. This a discrete protocol that making
the block of messages flow in discrete manner.

The real CMS (Cryptography Message Syntax) to protect the message is shown below. As
seen in the coding, the methods define the access of message is protected. The protection
is using CMS scheme named "getEntityTpesImpl(obj)". By adding the 'Ack", it helps the
message being protected when reach the enter point of the network.
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Figure

methods (Access = protected)

% Define entity types, packet, ack, payload In format of
% ('Name','Data type')
function entityTypes = getEntityTypesImpl (obj)
entityTypes = [ob].entityType('payload')
obj.entityType('packet', 'Packet')
obj.entityIype('ack', 'Ack')]:

end

L - - - - - - - - 1= = - P — - == = = - -

% Define the input/output ports based on the info obtained from
L e TV e T - T

% getEntityTypesImpl ()

function [inputTypes,outputTypes] = getEntityPortsImpl (~)
inputTypes = {'payload', 'ack'}:
outputTypes = {'packet'}:;

end

cod CMS protocol protection and Acknowledge

12: MATLAB

Once the message is being hashed, a new message hashed message is appear and

transparent to the user. The coding to do that is shown below:

switch storage
case 2 % New packet created
seqiium = cbj.newSegium;
ob] .newSegilum = obj.newSegium + 1;

commgobacknwithphy UI(ob].getCorrentTime (), 'buffer', seqium);

% Generate packet: add sequence number, checksum,
% timestamp to payload

entity.sys.priority = 300; % lower prioricy
entity.data.segqium = segum;

entity.data.payload = obj.txPayloadState;

entity.data.timestamp = ob]j.getCurrentTime ()

Figure 13: MATLAB code

Note that in the coding, the "obj.newSeqNum = obj.newSeqNum + 1"is the command to
create a new hashed message. The hashed symbols are stored in case 2 and inside the

"obj.newSeqNum". When open up this file, it will look like below:
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|4 MATLAB R20182 —
I SN @IF] seorch Documentation

PUBLISH

r Find Files. & Insert fr e~ .a % ) Insert State = . b @ s
o HE B20 2 = BE Rk Ljrunseen (0
[l compare v ) GoTo v Comment % g % && nput Output ~
New Open Save =X X nsert nsert System Breakpoints  Run  Runoand [l Agvance  Runand
- v iPrint v (4 Find + indent [3] &z |z Property v Method v ) Analyze Block v - ~  Advance Time.
FiLE NavIGATE o SvSTEM OBUECT EREAFOINTS RN

e > @ J@ F G b Users b ACER + AppData b Local b Temp

[ Editor - C:\Program Files\MATLAB\R20 \comm! mm Te.m*

Name Txm Tem® +
[7] ~DFEBT03C54230C 1OFF.TMP Al ha
1] ~DFFsBE8IFSOTF31AFR.TMP
[ 7] {0F17BDCF-BEG2-479B-B1D8-03012BE0TDCE} - OProcSessld.dat a= Txbelay
| ] {2€08DDCC-0F18-4C74-A2A2-EQGECCCBEOFT) - OProcSessiddat  Jyashed o= Fameout = - I
[ ] {3BF5F3F3-BIBB-4D13-85CD- BA2AE 28656} - OProcSessld.dat i numBitsPerPayload=55 per payload
|| {3D2BB9EE-01F4-4EDC-BFE7-C30098E827A1} - OProcSessld.dat Message - end
|| {3DASTABO-1852-47C2-88E2-9878004B3DE2} - OProcSessid.dat Files 12
| {5F6B72A2-8298-4A46-81C9-8F11105E2328) - OProcSessid.dat =@
[ 7] {8DCT7AA3-E20E-4298-98BE-8D3028DBCTE2} - OProcSessid.dat 14
7] {9A09B222-9C CF-4FF7-97ED-23C 25462488} - OProcSessld.dat 15 -
[ 7] {SFB3003E-2D47-4DE4-BC20-3A6714062D3D} - OProcSessld.dat 16 -
7] {34D078E 1-90A8-4DFB-B506- 1FA4AECTTOF) - OProcSessid.dat 17
7] {46B27B02-0763-40E6-ADTO-FSTFEFAESSF3] - OProcSessld.dat 1e
7] {63F492C8-300A-4481-93DF-BEG13E1291C0} - OProcSessld.dat 1 -
7] {70EB6204-6991-4860-02B1-OEB9SE26C3B} - OProcSessld.dat 20 -
] {76DAS560-71BF-4CE2-ATEA-5B1160E2DDD2} - OProeSessid.dat vl -
Details. Al o2- it
I\‘mGspa:e @ B- islxing
24 - end
Name 25
| & Ack 26 properties (Constant, Hidden)
®| Packet 27 - payloadStorage=1
| -£| paramGobacknuit... 1 28 - packetStorage=2

Figure 14: User message being hashed

The hashed messages are using unknown characters combined with numbers to protect the data.

5. Conclusion

From the observation, one can see that the receiver does the process of extracting the
messages from the channels are able to avoid bad messages and avoid malicious attack.
The simulation is using 100 second, thus all the messages should send or received within
100 seconds. The messages are randomly generated from the MATLAB library file. The
messages are then sent to the receiver through two channels. The important of these two
channels are to observe the messages collision Due to its orientation in the network or in
the channel asin cryptography order, then this makes the malicious have hard time to get
the data. Thus, the data is said being protected.
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